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Abstract

The advent of the Internet of Things (IoT') enables a tremendous number of applications,
such as forest monitoring, disaster management, home automation, factory automation,
smart city, etc. However, various kinds of unexpected disturbances may cause node
failure in the IoT, for example battery depletion, software/hardware malfunction issues
and malicious attacks. So, it can be considered that the IoT is prone to failure.
The ability of the network to recover from unexpected internal and external failures
is known as "resilience" of the network. Resilience usually serves as an important
non-functional requirement when designing loT, which can further be broken down into
"self-*" properties, such as self-adaptive, self-healing, self-configuring, self-optimization,
etc.

One of the consequences that node failure brings to the IoT is that some nodes may
be disconnected from others, such that they are not capable of providing continuous
services for other nodes, networks, and applications. In this sense, the main objective
of this dissertation focuses on the IoT connectivity problem. A network is regarded as
connected if any pair of different nodes can communicate with each other either directly
or via a limited number of intermediate nodes. More specifically, this thesis focuses on
the development of models for analysis and management of resilience, implemented
through the Wireless Sensor Networks (WSNs), which is a challenging task. On the
one hand, unlike other conventional network devices, nodes in the IoT are more likely
to be disconnected from each other due to their deployment in a hostile or isolated
environment. On the other hand, nodes are resource-constrained in terms of limited
processing capability, storage and battery capacity, which requires that the design of
the resilience management for IoT has to be lightweight, distributed and energy-efficient.

In this context, the thesis presents self-adaptive techniques for IoT, with the aim of
making the IoT resilient against node failures from the network topology control point of
view. The fuzzy-logic and proportional-integral-derivative (PID) control techniques are
leveraged to improve the network connectivity of the IoT in response to node failures,
meanwhile taking into consideration that energy consumption must be preserved as
much as possible. The control algorithm itself is designed to be distributed, because

the centralized approaches are usually not feasible in large scale IoT deployments. The

iii



thesis involves various aspects concerning network connectivity, including: creation
and analysis of mathematical models describing the network, proposing self-adaptive
control systems in response to node failures, control system parameter optimization,
implementation using the software engineering approach, and evaluation in a real
application.

This thesis also justifies the relations between the "node degree" (the number of
neighbor(s) of a node) and network connectivity through mathematic analysis, and
proves the effectiveness of various types of controllers that can adjust power transmission
of the IoT nodes in response to node failures. The controllers also take into consideration
the energy consumption as part of the control goals. The evaluation is performed
and comparison is made with other representative algorithms. The simulation results
show that the proposals in this thesis can tolerate more random node failures and save
more energy when compared with those representative algorithms. Additionally, the
simulations demonstrate that the use of the bio-inspired algorithms allows optimizing
the parameters of the controller. With respect to the implementation in a real system,
the programming model called OSGi (Open Service Gateway Initiative) is integrated
with the proposals in order to create a self-adaptive middleware, especially reconfiguring
the software components at runtime when failures occur.

The outcomes of this thesis contribute to theoretic research and practical
applications of resilient topology control for large and distributed networks. The
presented controller designs and optimization algorithms can be viewed as novel trials of
the control and optimization techniques for the coming era of the IoT. The contributions
of this thesis can be summarized as follows: (1) Mathematically, the fault-tolerant
probability of a large-scale stochastic network is analyzed. It is studied how the
probability of network connectivity depends on the communication range of the nodes,
and what is the minimum number of neighbors to be added for network re-connection.
(2) A fuzzy-logic control system is proposed, which obtains the desired node degree and
in turn maintains the network connectivity when it is subject to node failures. There
are different types of fuzzy-logic controllers evaluated by simulations, and the results
demonstrate the improvement of fault-tolerant capability as compared to some other
representative algorithms. (3) A simpler but more applicable approach, the two-loop
control system is further investigated, and its control parameters are optimized by using
some heuristic algorithms such as Cross Entropy (CE), Particle Swarm Optimization
(PSO), and Differential Evolution (DE). (4) Most of the designs are evaluated by means
of simulations, but part of the proposals are implemented and tested in a real-world
application by combining the self-adaptive software technique and the control algorithms

which are presented in this thesis.

Keywords: Internet of Things, resilience management, fault-tolerant, topology

control, control algorithm, optimization theory, self-adaptive software.



Resumen

El auge del "Internet de las Cosas" (IoT, "Internet of Things") y sus tecnologias
asociadas han permitido su aplicacién en diversos dominios de la aplicaciéon, entre los
que se encuentran la monitorizacién de ecosistemas forestales, la gestién de catastrofes
y emergencias, la domoética, la automatizaciéon industrial, los servicios para ciudades
inteligentes, la eficiencia energética de edificios, la deteccién de intrusos, la gestion de
desastres y emergencias o la monitorizacién de senales corporales, entre muchas otras.
La desventaja de una red IoT es que una vez desplegada, ésta queda desatendida, es
decir queda sujeta, entre otras cosas, a condiciones climéaticas cambiantes y expuestas
a catastrofes naturales, fallos de software o hardware, o ataques maliciosos de terceros,
por lo que se puede considerar que dichas redes son propensas a fallos. El principal
requisito de los nodos constituyentes de una red IoT es que estos deben ser capaces
de seguir funcionando a pesar de sufrir errores en el propio sistema. La capacidad de
la red para recuperarse ante fallos internos y externos inesperados es lo que se conoce
actualmente como "Resiliencia" de la red. Por tanto, a la hora de disenar y desplegar
aplicaciones o servicios para IoT, se espera que la red sea tolerante a fallos, que sea
auto-configurable, auto-adaptable, auto-optimizable con respecto a nuevas condiciones
que puedan aparecer durante su ejecucion.

Esto lleva al analisis de un problema fundamental en el estudio de las redes IoT,
el problema de la "Conectividad". Se dice que una red esta conectada si todo par de
nodos en la red son capaces de encontrar al menos un camino de comunicacién entre
ambos. Sin embargo, la red puede desconectarse debido a varias razones, como que se
agote la bateria, que un nodo sea destruido, etc. Por tanto, se hace necesario gestionar
la resiliencia de la red con el objeto de mantener la conectividad entre sus nodos, de tal
manera que cada nodo IoT sea capaz de proveer servicios continuos, a otros nodos, a
otras redes o, a otros servicios y aplicaciones.

En este contexto, el objetivo principal de esta tesis doctoral se centra en el estudio
del problema de conectividad IoT, mas concretamente en el desarrollo de modelos para
el analisis y gestion de la Resiliencia, llevado a la practica a través de las redes WSN,
con el fin de mejorar la capacidad la tolerancia a fallos de los nodos que componen la
red. Este reto se aborda teniendo en cuenta dos enfoques distintos, por una parte, a

diferencia de otro tipo de redes de dispositivos convencionales, los nodos en una red IoT



son propensos a perder la conexién, debido a que se despliegan en entornos aislados, o
en entornos con condiciones extremas; por otra parte, los nodos suelen ser recursos con
bajas capacidades en términos de procesamiento, almacenamiento y bateria, entre otros,
por lo que requiere que el diseno de la gestién de su resiliencia sea ligero, distribuido y
energéticamente eficiente.

En este sentido, esta tesis desarrolla técnicas auto-adaptativas que permiten a una
red IoT, desde la perspectiva del control de su topologia, ser resiliente ante fallos en
sus nodos. Para ello, se utilizan técnicas basadas en logica difusa y técnicas de control
proporcional, integral y derivativa (PID - "proportional-integral-derivative"), con el
objeto de mejorar la conectividad de la red, teniendo en cuenta que el consumo de
energia debe preservarse tanto como sea posible. De igual manera, se ha tenido en
cuenta que el algoritmo de control debe ser distribuido debido a que, en general, los
enfoques centralizados no suelen ser factibles a despliegues a gran escala. El presente
trabajo de tesis implica varios retos que conciernen a la conectividad de red, entre los
que se incluyen: la creaciéon y el anilisis de modelos mateméaticos que describan la
red, una propuesta de sistema de control auto-adaptativo en respuesta a fallos en los
nodos, la optimizacién de los parametros del sistema de control, la validacién mediante
una implementacién siguiendo un enfoque de ingenieria del software y finalmente la
evaluacién en una aplicaciéon real.

Atendiendo a los retos anteriormente mencionados, el presente trabajo justifica,
mediante una anélisis matematico, la relaciéon existente entre el "grado de un nodo"
(definido como el namero de nodos en la vecindad del nodo en cuestion) y la conectividad
de la red, y prueba la eficacia de varios tipos de controladores que permiten ajustar la
potencia de trasmision de los nodos de red en respuesta a eventuales fallos, teniendo
en cuenta el consumo de energia como parte de los objetivos de control. Asi mismo,
este trabajo realiza una evaluacién y comparacién con otros algoritmos representativos;
en donde se demuestra que el enfoque desarrollado es més tolerante a fallos aleatorios
en los nodos de la red, asi como en su eficiencia energética. Adicionalmente, el uso de
algoritmos bioinspirados ha permitido la optimizacién de los parametros de control de
redes dindmicas de gran tamano. Con respecto a la implementacién en un sistema
real, se han integrado las propuestas de esta tesis en un modelo de programaciéon
OSGi ("Open Services Gateway Initiative") con el objeto de crear un middleware
auto-adaptativo que mejore la gestion de la resiliencia, especialmente la reconfiguraciéon
en tiempo de ejecucion de componentes software cuando se ha producido un fallo.

Como conclusion, los resultados de esta tesis doctoral contribuyen a la investigacion
tedrica y, a la aplicacién préactica del control resiliente de la topologia en redes
distribuidas de gran tamano. Los disenos y algoritmos presentados pueden ser vistos
como una prueba novedosa de algunas técnicas para la proxima era de IoT. A
continuacion, se enuncian de forma resumida las principales contribuciones de esta tesis:

(1) Se han analizado matemaéaticamente propiedades relacionadas con la conectividad de



la red. Se estudia, por ejemplo, cémo varia la probabilidad de conexién de la red al
modificar el alcance de comunicacién de los nodos, asi como cuél es el minimo nimero
de nodos que hay que anadir al sistema desconectado para su re-conexion. (2) Se
han propuesto sistemas de control basados en logica difusa para alcanzar el grado de
los nodos deseado, manteniendo la conectividad completa de la red. Se han evaluado
diferentes tipos de controladores basados en logica difusa mediante simulaciones, y los
resultados se han comparado con otros algoritmos representativos. (3) Se ha investigado
més a fondo, dando un enfoque mas simple y aplicable, el sistema de control de doble
bucle, y sus parametros de control se han optimizado empleando algoritmos heuristicos
como el método de la entropia cruzada (CE, "Cross Entropy"), la optimizacion por
enjambre de particulas (PSO, "Particle Swarm Optimization"), y la evolucion diferencial
(DE, "Differential Evolution"). (4) Se han evaluado mediante simulacion, la mayoria
de los disenos aqui presentados; ademas, parte de los trabajos se han implementado
y validado en una aplicacién real combinando técnicas de software auto-adaptativo,
como por ejemplo las de una arquitectura orientada a servicios (SOA, "Service-Oriented
Architecture").

Palabras clave: Internet de las Cosas, resiliencia, tolerancia a fallos, control

topoldgico, algoritmos de control, teoria de optimizacion, software auto-adaptativo.
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Chapter 1

Introduction

In this chapter, the motivations and objectives of the thesis are introduced, and the
contributions for the studied problems are highlighted. This chapter ends with outlining

the structure of the thesis.

1.1 Motivation

"Internet of Things" (IoT) [9]|30] nowadays promotes a tremendous number of novel
applications [154], and it is boosting the world economy and improving people’s lives.
IoT is viewed as the evolution and revolution of the current Internet network, because
it is not only a network of computers and mobile phones, but also a network made
up by devices of all types and sizes that can be imagined. All of those devices are
called "Things" (or, "nodes" in the context of networks). Nowadays, the IoT becomes
one of the most active researches in academia and industry. For example, research
and application in forest monitoring, disaster management, home automation, factory
automation, smart city, medical and health-care, etc., are on the rise. European
Research Cluster (IERC) on the Internet of Things, defined the IoT as follows
[145]: "Internet of things (IoT): A global infrastructure for the information society,
enabling advanced services by interconnecting (physical and virtual) things based
on existing and evolving interoperable information and communication technologies."
The IoT is inherently multi-disciplinary. Enabling technologies cover a huge scope
of disciplines, e.g. Wireless Sensor Networks (WSNs) [152][4], RFID, M2M, mobile
Internet, 2G/3G /4G, artificial intelligent, semantic data integration, semantic search,
IPv6, etc. In particular, WSNs technology, which is the basis of the IoT, has been
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studied long time ago.

The IoT puts a significant amount of emphasis on network connectivity. The goal
of the IoT is to enable things to be connected anytime, anywhere, with anything and
anyone ideally using any path/network and any service [131]. This goal motivated
the study of this thesis, because the IoT is very vulnerable to connection loss due to
various reasons. The IoT nodes are usually battery-powered, deployed either randomly
or according to a predefined statistical distribution [50] over an environment which
is possibly prone to unexpected failures and malicious attacks. For example, in
environment surveillance, sensor nodes are exposed to an unsafe situation, making
nodes likely to suffer various kinds of damage. On the other hand, the node itself is
very vulnerable due to unreliable wireless connection and resource-constrained features,
such as limited transmission power, computing ability, storage space, etc.

The network resilience is defined as the network ability to provide and maintain
an acceptable level of service in the face of various faults and challenges for normal
operations [126]. [49] defines resilience as the probability of at least one alternate path
available within the interval T, given that at least one node on the primary path has
failed. Resilience apparently is not only the desirable requirement for the IoT, but
also for any other networks and control systems. For instance, resilience is commonly
found in natural systems, and is a hallmark of the biological world [21]. Many analysts
in engineering do not differentiate resilience from robustness and survivability [130].
Robustness and survivability tend to be used interchangeably with resilience, even
though in practice these properties are quite different [21]|. Resilience, robustness and
survivability are system-wide properties [73]. Resilience can also be described as the
ability to recover to the original status. The goal of resilience is to build fault-tolerant
networks. By contrast, robustness stresses the ability to resist attacks, but does not
imply an ability to restore from failure [21]. If the system is robust, it means that it is
really difficult to degrade under various attacks. As for survivability, it indicates that
the system is really difficult to impair completely.

In ecology, resilience can be measured by looking at the time that the system
takes to return to its equilibrium state after a perturbation [73]. But it is difficult
to provide a clear quantitative assessment of network resilience to node failure [95].
The conventional evaluation is the number of failures the network can sustain before
network disconnection, or the probability to keep the network connected [104]. Briefly,
if the network can tolerate at most k — 1 node failures and the resulting network is still
connected, the network is called k — connected network. If the network is k — connected,
it also means that there are at least k—disjoint paths from any given two distinct nodes.
Therefore, if one path fails, there are still £k — 1 alternative paths available. On the other
hand, resilience of networks also depends on the link quality. Reliable links can make
better connectivity quality.

In a nutshell, the particular characteristics of the IoT under hostile environments
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Node 3

7, |E| = 11. (2) It is non-negative weighted
edge undirected connected graph. (8) Four nodes 6, 3, 7 and 4 are neighbors of node 5, so
d(vs) =4 . (4) Network degree 6 =2 . (5) It is 2-connected and 2-edge-connected.

Figure 1.1: Network topology example. (1) |V]

raise the needs to demonstrate self-adaptive behaviors so that the IoT will tolerate
failures, in order to maintain the network at a satisfactory level of service when failures
happen, which motivated the study of the thesis. This thesis leverages advances to
improve resilience of IoT in terms of network connectivity. Applications will benefit
from the resilient IoT as it provides favorable conditions where continuous services are

more likely to happen.

1.2 Problem statement and objective

In order to define the problems and the objectives of this work, there are some concepts
have to be introduced first. This section introduces the way to present network topology
and the definitions that will be used in this thesis, and at the same time presents
significant findings related to a k — connected network. For more graph terminologies,
readers are referred to the book [3|. Throughout this thesis, the terms "network" and

"graph", as well as "thing" and "node", are used interchangeably.

1.2.1 Basic concepts

Node Degree (ND) is the key concept of this research. In brief, ND indicates the
number of neighbor(s) an IoT node has. Higher ND implies better connectivity for
the whole network as it supplies more alternative paths to other nodes. This intuition
will be justified in Chapter 3. The ND will be controlled to improve/maintain network
connectivity in Chapter 4 and Chapter 5. In this section, the definition of ND will be
formulated.

Formally, as shown in Figure 1.1, the IoT can be described as a simple, non-negative

weighted edge, undirected (or directed) graph G = (V, E) in a 2-dimensional area,
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where V and F are the set of vertexes and edges, representing sensor nodes and links
respectively. Each edge has a non-negative value called weight, representing the cost of
edge, e.g. energy, distance or delay, etc. The cardinality of vertex (sensor node) and edge
(link) in the graph is denoted by |E| and |V|. Let r.; denote the communication range
and r; the sensing range of vertex i. r.; is the longest distance the radio of a sensor
can reach, and r,; is the longest distance a sensor can sense environment phenomena
(e.g. temperature), and usually r.; > rg;. The sensing and communication range of
sensors are represented by disks, including their boundaries. The communication range
and sensing range can be simply written as 7. and r, in case that all vertexes have the
same communication and sensing range.

For any two distinct vertices v;,v; € V, the vertex v; can connect to v; if and only

if the Euclidean distance |v; — v;| < e

Definition 1.2.1. Neighbor set : The neighbor set of v; is denoted as N (v;) and defined

as any nodes within the communication range of v;, namely:
N(Ul) = {Uj : ’1)1' — ’Uj‘ < Tei,Vj € V}
The number of neighbors of v; is called the degree of v;, denoted as d(v;).

Definition 1.2.2. Graph degree : The graph degree is defined as 6 = min(d(v;)) for all
v; € V.

For example, in Figure 1.1 node 5 has degree 4 and the graph degree is 2. A point
p is covered by the sensor node v only when the Fuclidean distance is less than the
sensing range, that is [p — v| < 744.

In fact, the communication and sensing ranges are not necessarily a disk, and in
reality they are not the hard boundary, e.g. the sensing range could be defined as
the threshold of false alarm rate. Therefore, the statistical nature of sensor network
applications and the environments can be incorporated in the definitions of sensing
range and communication range, e.g. [134]. This will be discussed in Section 2.2.

Based upon the description above, the node degree (ND) for a node in IoT is defined

as:

Definition 1.2.3. Node degree (ND): number of direct neighbors for a node in the
undirected graph.

Note that it has to be an undirected graph because in practice the communication
between two nodes normally requires to be symmetrical. In addition, ND is directly
related to communication range of itself and other nodes close to it in the wireless

communication environments.

k — connected and k — coverage network

In this section, the definitions about network connectivity and coverage are

introduced.



Chapter 1. Introduction

Definition 1.2.4. Connected network: For any two distinct vertexes, if they can
communicate with each other either directly or via a limited number of intermediate

vertexes, then the graph is called connected graph.

Definition 1.2.5. k-connected network: Given integer k > 1 , if the graph is still
connected after removing no more than k — 1 vertex, then G is called k — vertex —
connectivity graph, or k — vertex — connected graph, usually simply denoted as k —
connectivity graph or k — connected graph. The value k is called connectivity. The
vertex connectivity x of the graph is the maximum k such that the graph is k—connected

graph.

Definition 1.2.6. k-edge-connected: Given integer k > 1, if the graph is still connected
after removing no more than k—1 edge, then G is named k — edge — connectivity graph,
or k — edge — connected graph. The vertex connectivity ' of graph is the maximum k
such that the graph is k — edge — connected graph.

For example, in Figure 1.1, if two nodes 2 and 6 are removed, the resulting network
is disconnected because the node 1 will be isolated; but removing only one node it is not
possible to disconnect the network. The relation between vertex and edge connectivity
is given by the following formula (1.1), which is called Menger’s theorem |[3][57]:

) 2|E|
k<K <§< I (1.1)

Apparently, the connectivity k helps to evaluate the IoT fault tolerance capability.
The higher x or &’ is, the more resilient the IoT is. The upper bound of connectivity
k can be achieved by Harary graphs. Lower bound of « is 0 or |E| — W
[57]. The connectivity in most cases is a desirable feature, but in few cases it is in
fact an unwanted feature, e.g. because of easier virus propagation [135]. On the other
hand, a high degree also helps to detect failures. [96] shows that optimal error detection
decreases exponentially with the increase of degree. To some extent, improving network
resilience means increasing, maintaining or constructing the required s or x’. In this

thesis, when the network is k — connected, it means k — connected; if the network is

k — edge — connected, it means k' — edge — connected.

Definition 1.2.7. k-coverage network: the network is called k—coverage network where
k is the biggest positive integer such that any point in the deployment area is covered

by at least k distinct sensor nodes via the sensing range.

Partially connected network

The former definitions require that the entire network is k — connected or k —
coverage. However, as the IoT is characterized by high density, only a small number
of nodes is needed for connectivity or coverage in order to save energy and prolong

the IoT lifetime. As a result, maintaining a whole network connected is not only quite
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difficult but also may be unnecessary. If the goal is not to maintain the whole network

connected, it is called partially connected network.

Definition 1.2.8. Partial k — connected network: If the original network is damaged,
new nodes are added to the network. The goal is not to recover the entire new network

to be k — connected, but to maintain the original nodes to be k — connected.

Partial k — connected weakens the final objective but is still useful in the case that
only original nodes serve an important purpose, while the added nodes only are used to
maintain connectivity. On the other hand, IoT has many redundant nodes, so maybe
only part of them is required to be connected, e.g. the giant component should be

connected as large as possible.

Definition 1.2.9. Giant component threshold: there exists a critical value such that
whenever the fraction of removed nodes (or links, depending on the context) is lower
than P., the network still holds a giant component almost for sure; whereas, whenever
the fraction of removed nodes (or links) is greater than P. the network is almost sure

not to have a giant component anymore.
For random failures in large random deployed networks, P. is given by equation

(1.2) [98]:

B <k>
<k2>-<k>
where < k7 >= 3"2° | kipy (where j = 1,2) and py, is the probability distribution for all

P.=1 (1.2)

Z%I;. Notice that this conclusion is suitable for any

k, e.g. Poisson distribution pp = e~
degree distribution, e.g. Poisson distribution, continuous and discrete power law. More
details about the results under other two conditions are available in [98]: the number
of nodes tends to infinite, or the number of nodes is a given large number N.

In case that only part of nodes are required to be connected (rather than all of them),
then studying the connectivity problem of the subset of nodes would be interesting, and

it is associated with the concept minimal connected dominating set (CDS).

Definition 1.2.10. Minimal connected dominating set (CDS): Let the connected
dominating set D be a sub-graph of the graph G, such that: (1) D is a connected
sub-graph of G, (2) any vertex in G either belongs to D or is adjacent to a vertex of D.
One graph could have more than one D. The minimal CDS is the one that has minimal
number of vertices than any other connected dominating sets.

If there is a connected dominating set with size less than a given value, it is a
NP-completeness problem. So far, the best approximations for finding the minimal
dominating set are O(log|V|) — approximation [53] and O(log A) — approximation
distributed algorithm [44], where A is the maximal degree of graph. There are several
papers, such as [129][111], present the topology control algorithms through constructing
an optimal-size CDS to achieve a trade-off between the network lifetime and the network

coverage.
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1.2.2 Objective and methodology

From the network topology point of view, if the network is k — connected, the higher
the k value, the more resilient is the network. If it does not strictly require the whole
network being k — connected (e.g. there are too many redundant nodes), then a partial
connected network is still acceptable. The k& — connected network concept, together
with ND, leads to the general objective: improving the connectivity of the IoT in the
presence of node failures by means of managing the ND for each node. The objective

can further be described by several sub-objectives:

e Identifying important trends and advances in the research of resilient IoT.
e Determining the correlations between network resilience and topology control.
e Proposing novel designs to make the IoT resilient against failures.

e Evaluating the effectiveness of techniques used on topology control.
Furthermore, the objectives will be studied by using the following methodologies:

e Studying recent publications from relevant conferences and journals.

e Formulating the problem, then establish and derive the mathematic models that
can describe the relations among ND, network connectivity, and fault-tolerance

capability.

e Leveraging existing tools, models, and algorithms that help to make decisions on

modifying ND at runtime whenever it is necessary.
e Optimizing the design to improve overall performance.
e Evaluating the proposals by means of simulation.

e Implementing and evaluating the proposals in a real system.

Each of the objectives will be tackled in separate chapters by using different
techniques. Due to the fact that network resilience is inherently interdisciplinary, there
are several disciplines involved during the development of this thesis, such as probability
theory (Chapter 3), control theory (Chapter 4), optimization theory (Chapter 5),
and soft engineering (Chapter 6). FEach chapter is dependent on others and highly
correlated. The theories developed in Chapter 3, using the probabilistic models, lay
the critical foundations for the rest of chapters. The main conclusions of Chapter 3
justify that the communication range of sensor nodes is the key element to control
the topology of networks. Then, Chapter 4 presents the controllers to control the
communication range, and meanwhile the performance of the proposals are evaluated

through a Matlab-based simulator. However, the impacts of some parameters in the
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proposals on the performance of the whole system are unknown. Therefore, the following
Chapter 5 tries to find heuristic algorithms to select appropriate parameters so that the
performance is optimized. Chapter 6 implements and evaluates previous proposals in a

real network that consists of Sun SPOT sensor nodes.

1.3 Contributions

This thesis addresses the resilience management problems in the IoT in terms of
network connectivity in response to the disturbances. To make the IoT resilient
against unexpected internal and external disturbances, there are many disciplines
involved in this thesis. Several techniques in multiple subjects are leveraged, such
as stochastic networks, control theory, optimization theory, and software engineering.
The contributions of this thesis, therefore, cover distinct disciplines, and the main

contributions of this work can be summarized as follows.

(1) Review the topology control theories and techniques that widely are used to
study the fault-tolerance problems in large scale and ad-hoc networks, which would
make this thesis a reference for researchers and practitioners who desire to search
the state-of-the-art techniques to start the development of resilient network from the
topology control perspective.

(2) Model the IoT as a stochastic network, because the deterministic model in a real
network is very likely infeasible. This thesis presents a probabilistic model to describe
the network connectivity, and provide novel insights through mathematical proofs.

(3) Experiment the fuzzy-logic, proportional-integral-derivative (PID) control, and
self-adaptive software to design the self-adaptive systems in response to node failures.
So, this thesis can serve as trials of some self-adaptive techniques to the IoT field.

(4) Test various heuristic optimization algorithms on the control system, which are
proved to be effective. This may contribute to the system optimization for the IoT.

(5) The self-adaptive software design would be viewed as the complimentary to the
control designs that extends the contributions of this thesis to the software field. It
has been a nice opportunity to exercise the OSGi (Open Service Gateway Initiative)
technique which possesses the reconfiguration functionality at runtime.

(6) The majority of the designs are experimented in the simulation environment (in
particular, the optimization part), but fortunately, thanks to the European project
"Design, Monitoring and Operation of Adaptive Networked Embedded Systems"
(DEMANES) [41], part of the designs are tested in the real-world scenarios, which
makes the work applicable to real-world applications.

(7) In order to disseminate the results, most of the contents in this thesis have been
published or submitted at the time of writing this thesis to international journals and
conferences, which can be found in "List of author’s publications" at the end of the

thesis.
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(8) Lastly, the lessons learned from this research may be of great value. One can

further consult the conclusions and future works sections.

1.4 Thesis structure

Before ending this chapter, the outline of this thesis is made as follows. The rest of this

thesis consists of six chapters:

e Chapter 2 introduces the state-of-the-art related to this work, and discusses the

models and the techniques which are employed in this thesis.

e Chapter 3 provides a mathematical model to analyze the stochastic network.
Analytic research, together with numerical analysis in the case that the analytical

approach is not feasible, are performed.

e Chapter 4 tries the fuzzy-logic controller to control the power transmission of
sensors in order to create a fault-tolerant network, also the energy related problems

are taken into account. The experimental results are demonstrated and discussed.

e Chapter 5 presents a lightweight controller to make the implementation more
applicable. Besides, the controller is optimized by utilizing some bio-inspired

algorithms.

e Chapter 6 shows the experimental results that are not simulation-based. The
proposal in Chapter 5 is integrated with the self-adaptive software technique to

form a self-adaptive middleware.

e Chapter 7 concludes this work, and points out the remaining challenges, which

would be our future works.






Chapter 2

Related Works

This chapter provides a survey concerning the resilient design in the IoT from the
topology control and routing protocol perspective. An assumption is implicitly made
that nodes are wirelessly connected, which certainly is not true for all nodes in IoT.
Nevertheless, this assumption is enough for many applications when studying the IoT.
The latest review [155] classifies existing topology management techniques by reactive
and proactive methods, but this chapter offers a different perspective and explores new
solutions.

After completing the survey, Section 2.6 briefly clarifies which models are adopted
in this research. This chapter itself is part of the contributions, because it provides a
reference for those researchers who want to design the resilient IoT from both theoretical

study and practical application point of view.

2.1 Network design flow

As a matter of fact, there are many ways to achieve resilience. For example, in the
layered network model: physical, link, network, transport, and application layer, each
layer can have its own resilient strategies. For instance, redundant coding enables
detection and correction of coding errors; a multi-processor has a better fault-tolerance
performance; the security mechanisms protect data confidentiality, integrity and
availability, etc., but those methods are out of scope of this work. More specifically,
this thesis reviews the state-of-the-art techniques on how to build a & — connected
network, where k is the most important indicator for resilience, and how to find out the

alternative paths by using multi-path routing protocols. In general, resilience capability
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Figure 2.1: Resilient IoT design flow.

of the IoT relies on redundant deployment and adaptive design. Thanks to the low cost
of the IoT nodes, unlike traditional networks, it is possible to deploy far more nodes
than actually needed to make the network fault-tolerant. Researchers, implicitly or
explicitly, leverage a network model; hence, first the network model in IoT is discussed.
The thesis shows that it is complicated to completely model a real loT. Afterwards, this
thesis reviews the theoretical results and representative topology control approaches to
guarantee IoT to be k — connected in three different network deployment stages, as

summarized in Figure 2.1.

(1) pre-deployment stage: The literature focuses on either how many nodes are
needed if the nodes are randomly deployed or how to construct a particular network
topology if nodes are able to control their positions;

(2) post-deployment stage: The main focus is to maintain or improve the node
connectivity or link quality by adjusting transmission range or transmission power;

(3) re-deployment stage: It aims at how to populate new nodes to recover from the

network disconnection.

Usually, network resilience is not the only concern, other problems such as network
coverage, node energy, number of nodes deployed are also considered in the literature,
which will be involved in the discussion when necessary.

Considering that multi-path routing protocols are important to resilient IoT and
also one of the most active research areas in IoT, this part is involved in this survey.
Note that the network topology is the foundation of routing protocols. If multi-path
does not exist from the topology perspective, it will not be able to find alternative

routing paths, no matter which multi-path routing protocol is used. Unfortunately,

12
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most problems related to the topology control have been proven to be very difficult to

solve; some of them are either NP-completeness or NP-hard problems.

2.2 Network model

In this section, the general network model related to the IoT is introduced. The network
models are quite important to analyze the IoT, because different models may lead to

different conclusions.

2.2.1 Heterogeneous and homogenous network

In a homogenous mnetwork, all nodes have the same performance in terms of
communication range, power level, processing ability, mobility, memory, etc. Otherwise,
it is called heterogeneous network. Sometimes, in order to simplify the problem,
one aspect is stressed and others are ignored. For example, if each node has the
same range, the network is homogenous, otherwise it is heterogeneous. In practice,
IoT-based deployments are very likely to be heterogeneous. For instance, the base
station and cluster heads are more powerful than other nodes; hence, they have longer
communication range than regular nodes; especially, the sink node has no constraints

with respect to energy as it is usually not a battery powered device.

2.2.2 Transmission model

In most cases, researchers employ ideal transmission models for IoT, e.g. the nodes
transmission model and sensing model are disks, the links between nodes are symmetric,
and the transmission radio is omnidirectional; unfortunately, a real transmission model

that produces the real world would be much more complicated.
¢ Irregular radio model

The transmission area of sensors is usually modeled as a disk centered at the node
with its radius being its communication range, as shown in Figure 2.2(a). However, the
reception signal power attenuation relies on R™%, where R is the transmission range
and « is the loss constant that depends on the wireless medium which typical value
is between 2 and 4, and can vary from device to device [125|[56]. In fact, it has been
found that the radio communication range is highly probabilistic and irregular [54][162],
especially in the indoor environment [55|, as shown in Figure 2.2(b). [162] and [1]
show the evidence that the radio is irregular, even time-varying while stationary, in the
MICAZ2 sensor platform. Most simulators do not have irregular radio models because
of the complexity to analyze them. Our study [66] proposes a probabilistic approach
to describe the connection between nodes, since the radio model is irregular. More
specifically, the network connection probability is modeled as a Cox process, and the

numeric simulations are performed to evaluate the network connection probability.

13



Chapter 2. Related Works

Node 1 Node 1

Figure 2.2: Regular and irreqular radio model.

It is worth noticing that literature [125]| states that the wireless connections can
not simply be modeled as a geometric graph where each node connects other nodes
within its communication range. For the wireless network, only the maximum outgoing
edge contributes to energy, but other nodes with a shorter communication range can be
connected more or less for free. This leads to the study of energy-related issues in the
IoT that are quite different. The wired network has a link-based or edge-based metric,

while the wireless network is node-based metric [125].
o Asymmetric link

The symmetric link implies that if one node is able to receive a message from another
node, then it can send a message to the same node. For a wired network it is true, but for
a wireless network it is true only when the communication ranges of both nodes are the
same or the distance between two nodes is less than the minimum communication range
of both nodes. The latter is called mutual inclusion graph (MG) in [90]. However, in
any real case the network is likely to be asymmetric, so the resulting network is directed.
The irregular communication range leads more frequently to an asymmetric link. Figure
2.3(a) and (b) show the symmetric and asymmetric communication models, respectively.

The omnidirectional radio indicates that the node’s antenna broadcasts to all
directions. In IoT, it is possible that radio communications can be modeled as a
directional antenna which can transmit in specific direction(s), as illustrated in Figure
2.3 ().

The wireless communication model is very important for the neighbor-based
research. To obtain the analytical results, simplified assumption (e.g. disk-like and

symmetric link) is allowed to get the approximation; while in case that a more realistic
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Figure 2.3: (a) Symmetric link: Node 1 can communicate with node 2 and vice versa. (b)
Asymmetric link: node 1 can send data to node 2, but node 2 cannot send data to node 1; (c)

Non-omnidirectional radio.

communication model is needed, numerical analysis often is the only mean to evaluate

networks.

2.2.3 Failure models

Communications over wireless channels are more insecure and susceptible to various
kinds of attacks compared to wired networks, e.g. the eavesdropping is easier on the
wireless link. There are many reasons that cause network node(s) or link(s) failure.
The failures may be caused by physical damage, such as fire, animals or vehicular
accidents [23], or disasters like deluges, earthquakes, sandstorms, etc. In the network,
the failure can be modeled as the removal of nodes or links, or as the probability of nodes
(links) to fail. The difference is that when the node is removed, the corresponding links
connected to it must be removed as well. [136] considers the statistically independent
and dependent link failures under low stress (probability lower than 0.2) and high stress
(probability more than 0.5) conditions, but without considering the node failure. The
node failure model and link failure model seem quite different. However, [98] shows
that the link failures are not qualitatively different from what is observed from the node
point of view.

The failure model is very important and has significant influence on the algorithm
design. One proposed algorithm possibly is only suitable for a specific failure, e.g. a
single node failed at one time. In practice, the malfunctioning of a single component of a
real system can generate a cascading effect. [49] considers two failure types: (1) isolated
failures, where each node in the multi-path has a probability of failure during some small
intervals T'; and (2) patterned failures, with the failure of all nodes in a circle within
a given small time interval 7" which is Poisson distributed. The isolated failure models

the independent node failure; the patterned failure models the geographically correlated
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failure. [7][84]|64] consider simultaneous failures. Nevertheless, a large number of nodes
failing simultaneously is a low probability event [54].

The failures are classified into permanent failures, transient failures, and faulty
readings. To detect the node or link failure, the most common approach is to broadcast
the messages and wait for the response in a certain time interval in order to test the
connectivity to other nodes. For instance, in the routing protocol Octopus [113], the
packet is broadcasted by each node every hello-timeout period. If a node does not hear
from a neighbor longer than two times hello-timeout, it removes this neighbor from its
neighbor list. Nevertheless, the failure node detection is not the focus of this thesis. A

survey on failure detection is referred to [101].
¢ Permanent failure model

In the permanent failure model, nodes fail forever and have no chance to recover.
The permanent failure model can be further categorized into: (1) random failures,
where the failure occurs randomly in the IoT; and (2) attacks, where the failures
are due to deliberate damage, such as preferentially targeting most connected nodes.
Random damage can be modeled as randomly removed nodes or links, but attacks are
modeled by removing nodes or links following some strategies, for instance, remove
the nodes which have higher degree [98][160]. [116] categorizes the attacks based on
their impacts, including data integrity and confidentiality, power consumption, routing,
identity, privacy and service availability.

[104] analyzes that the single failure probability dominates the overall disconnection
probability in a regular graph where each node has the same degree. In a random
network with the size tending to infinity and the degree distribution being py, after the
removal of a fraction p of the nodes during a classical attack (such as remove the nodes
with the highest degree ), the maximal degree K (p) satisfies (2.1) [98]:

p=1-> p (2.1)

¢ Transient failures model

In the transient failures model, the failure occurs but the system reverts to its
former status after a time interval, or fluctuates between a normal and an abnormal
status. [113| takes into account when the network is intermittently disconnected and
connected. Each time an unstable node awakens, it remains connected for a time interval
chosen uniformly at random in the range [0, 120|m. When it is disconnected, it remains

disconnected for a time interval chosen uniformly at random in the range [0, 60]m.
o Faulty reading
The nodes operate well but perhaps are suffering from faulty readings. The sensors

with faulty readings are called faulty sensors. Their malfunctioning can be attributed
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to: (1) faulty data measurement or data collection; (2) some variables in the area
surrounding the sensor have changed significantly; (3) inherent performance of the
sensor is abnormal [42]. The faulty data can only be referred to as deviation from
the expected model [106]. More type definitions of the faulty data can be found in
[106]. To detect faulty nodes, the stochastic method is usually employed. For instance,
given a defined threshold, its value is compared to the values of its neighbors and the

median value is used to filter out the faulty measurement, e.g. [96][42][43](83].

2.3 Topology control

From the network topology point of view, the resilient IoT problem is a k — connected
problem. The topology control is a common way to preserve or improve connectivity of
the IoT by controlling network topology. Note that the connectivity is one of the most
important, but usually not only concern in the [oT design. Some other parameters, such
as coverage, energy and number of nodes required, also should be taken into account in
the optimality process. In most cases, both of the network coverage and connectivity
have to be considered, e.g. [134][54]|62][34]. One of latest surveys about coverage
problem in IoT can be found in [133].

Generally, the connectivity is more important than other performances because the
data collection is always the first priority for IoT. The coverage and energy problems
become less important if the sensor nodes are not able to forward the collected data to

the destination.

2.3.1 Topology control in different deployment stages

There are three deployment stages for the IoT: pre-deployment, post-deployment, and
re-deployment. For each stage, there are corresponding approaches to preserve, improve,

or recover network connectivity:

(1) pre-deployment stage, that is, the sensor node positions are not fixed yet, and
the network is not operational, e.g. it has not started sensing the environment. At this
stage, one can deploy sensor nodes randomly or construct a particular network topology

to satisfy the required connectivity.

(2) post-deployment stage, that is, the sensor node positions are already known. At
this stage, one can adjust the transmitting range, or equally, node transmitting power
to achieve desired connectivity. The goal usually is to improve the connectivity while
consuming as little energy as possible or improve the link reliability, as shown in Figure
2.4.

(3) re-deployment stage, that is, new nodes can be added in the original network.
At this stage, one can populate new nodes in the original network to maintain or repair

the network connectivity, as shown in Figure 2.5. Usually, the goal is to improve the
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Figure 2.4: Topology control: adjust the transmission range of node 3 from R1 to R2 in order

to improve connectivity.

connectivity while using the number of nodes as low as possible.

Commonly, the connectivity improvement strategies will be applied onto only one
stage. Unfortunately, all of them are challenging works because most of them are either
NP-completeness or NP-hard. In Section 2.1, this thesis lists many problems regarding

the network connectivity.

2.3.2 Pre-deployment

Usually, there are two cases in the pre-deployment stage: nodes are randomly deployed

or their locations can be controlled.
¢ Random deployment

If the sensor nodes are randomly deployed, it is usually assumed that the node
position has uniform distribution. The question is how many neighbors (or node degree)
a node needs so that the whole network will be k—connected. In the uniform distribution
network, [105] states that 6 to 10 neighbors are able to make sure that the network
is connected with high probability. [144] concludes that the "lower bound" to make
network disconnected and "upper bound" to make network connected are 0.074logn
and 5.1774log n, respectively, where n is the total number of nodes. [27] observes the
upper bound is aelogn, where o > 1, e is the nature base. [24| improves in the sense
that if £ < 0.3043logn, then the graph is not connected with high probability and if
k > 0.5193logn, the network is connected with high probability as n — 4o00. The
k — connected network is asymptotically the same as that for 1 — connected [16], which
indicates that once the network is 1 — connected it achieves k — connected immediately

in the uniform distributed network. However, those asymptotical conclusions hold
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Figure 2.5: Topology control: new node 6 is added to recover connection.

theoretically only when n — 400, which is not so practical.

Our study [66] (the details will be discussed in Chapter 3) leverages a probabilistic
approach to analyze the network connection probability, and proves that if the
probability of the network being connected is 0.36¢, then the probability of the network
being connected is at least 1—¢ by means of increasing communication range by constant
C(e), where 0 < ¢ < e~!. Explicit function C(¢) is found. Furthermore, the localized
control algorithms based on fuzzy-logic are proposed in our papers [65] and [64] to
achieve desired node degree. The simulation results show that the average node degree
can be achieve in dynamic IoT due to the close-loop feedback of the control system.
The proposal in [63] improves the fault-tolerate performance in the presence of random
attacks. By combining the theory in [66] with the control algorithms in [65][64], it
is possible to design a network being k — connected with high probability, which can
tolerate at most k — 1 node failures.

If the nodes are uniformly and randomly deployed, the degree distribution follows
the Poisson distribution, but in real life degree distributions are strongly non-Poisson
distribution, often taking power law, truncated power-law, or exponential forms [28|.
[36] shows that the degree of nodes in technological networks, such as the World Wide
Web, the Internet, and airplanes connection networks is power-law distribution. Some
biological systems, such as metabolic networks and protein networks, are different from
the uniform distribution networks and have a power-law degree distribution with an
exponent that ranges between 2 and 3. The power-law degree distribution is more fragile
to deliberately attack than the Poisson degree distribution, but the power-law degree
distribution is more resilient to the random failure than Poisson degree distribution
[28][6]|36]. The reason is straightforward. For the uniform distribution networks, each
node contributes equally to the network, so randomly removing nodes cause the same

amount of damage. By contrast, for the non-uniform distribution network, each node
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plays a different role, and attacks the most connected nodes (namely higher degree)
causing heavy damage. [33] shows a real case of a Japan earthquake and tsunami. In
this case, Internet was impressively resilient to the disaster due to its heterogeneity.
However, [98] finds that when the number of nodes is a limited value, the difference
between Poisson and power-law networks in practice is not that significant; instead, it
is overestimated. The network is more vulnerable if the network scale increases but the
degree of a regular network is constant, which implies that a large-scale network is more
susceptible than a small-scale network if they both have the same degree. It is believed
that, like other networks, IoT also are resilient to the random failures but fragile to

attacks.
¢ Construct k& — connected network

When the nodes in the IoT are able to control the locations, the questions are how
to construct a k — connected network or how to verify that the constructed network is
k — connected. At the same time, it is necessary to consider the k — coverage issue in

some cases.
(1) Construct k — connected and k — coverage network:

There is a well-known result showing that if the communication range is at least
two times longer than the sensing range, that is s. > 2s,, then k& — coverage can
guarantee k — connected [134]. If the nodes location is carefully designed, the ratio can
be further optimized. For example, [12] proves that strip-based is an asymptotically
optimal deployment for achieving both 1 — coverage and 1 — connected for all :—Z <
V3, and [141] proposes Diamond pattern can achieve the asymptotically optimal for
1 — coverage and 4 — connected when :—Z > /2. For higher connectivity, [13] presents
the hexagon-based deployment pattern to achieve 1 < k < 6 connectivity. But the
optimal ratio between communication range and sensing range such that the network
is k — coverage and k — connected for general k, is still an open issue.

[62] first shows the conditions that network is k — coverage and k — connected. It
claims that the network is k — coverage and k — connected if it is k — DPC. k — DPC
is defined as: if each point on the perimeter of every node is covered by at least k other
nodes through sensing range, meanwhile each node has a link to its all neighbors. Here,
two nodes being neighbors means that there exists an intersection between their sensor
ranges, rather than the communication ranges. It proposes the distributed protocols to
guarantee k — coverage and k — connected under the condition that the initial coverage
and connectivity is higher than expected. Similarly, [71] also proves that the target field
is k — coverage only when the sensing border of every node is k — coverage. It uses this
conclusion to verify whether the network is k — coverage, or a coverage hole exists in
d — dimenston network, where d is 1, 2, 3.

On the contrary, known the ratio between r. and rs, the connectivity can be
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calculated. [54| suggests that if communication range r. is at least equal to sensing

range rs and the network is connected, its connectivity k is

2kmr?

(m—V/3)r2
for homogeneous k — coverage network,

2k R?

max
_ 2
(7T \/g)rmm
for heterogeneous k — coverage networks, where r,,;, and R, are minimal sensing
range and maximal communication range respectively in a heterogeneous network. The

sufficient density to guarantee k — coverage for a homogeneous network is

2k

and

for a heterogeneous network [54].
(2) Construct new k — connected network from existing k — connected network:

Let G be a k — connected graph, if H is a graph obtained from adding a new vertex
and joining it to at least k vertices of G, H is also k — connected [3]. In Figure 2.6, the
original GG is 2— connected network and the new graph H is constructed by adding a new
node 4. There are two disjoint links connected to G from node 4, so H is a 2—connected
network. Likewise, two disjoint k — connected components form a large k — connected
component if there are k — verter disjoint edges connecting them. There are several
papers leveraging this theorem. This theory can also be used at the post-deployment
stage; it will be discussed in Section 4.3. [23| presents a distributed algorithm by locally
constructing k — connected components and then joining two components by & disjoint
edges between them to form one larger k — connected component. [25] proposes an
algorithm to construct new network topology by joining two or more constituent route
graph. For instance, starting from really simple networks having 2, 3 and 5 nodes, it
is able to construct a network that has cardinality N in the form 2¢375F; the resulting

graph can tolerate i + 2j + 2k — 1 faults.
(3) Spanning tree:

The spanning tree is a tree that connects all vertexes in the graph. One graph may
have more than one spanning tree, while the one has minimal total weight called Minimal
Spanning Tree (MST). Since it is a tree, it is a 1 — connected network. Therefore, if one
only emphasizes on the 1 — connected and minimal cost (e.g. energy), it is modeled as

MST problem, which can be solved by using well-known Kruskal’s and Prim’s algorithm
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Figure 2.6: Construct new 2 — connected network H from existing 2 — connected network G.

[143] and a distributed algorithm in [77]. MST can be solved with O(|V|) by linear time
randomized algorithm [70]. But for k& = 2, the problem finding minimal k — connected
spanning sub-graph is NP-hard and has 1+¢ —approximation solution [78|. There is no
polynomial time approximation less than 1+¢ for any given positive constant . Let the
number dyrst be defined as the maximum possible degree of a minimum-degree MST
spanning points from the space (e.g. if in Euclidian plane, dysg7 is 5), the algorithm

for 2 — connected and 2 — edge — connected is 2dyrsT — approximation [72].

2.3.3 Post-deployment

After the nodes are deployed, the topology control can be achieved by adjusting
transmission range (power) or scheduling the nodes status to be active or inactive.
This ability is achievable in most sensor platforms, such as Crossbow and Sun
SPOT. However, increasing the transmission range also causes higher signal inference.

Consequently, it has negative influence on the link reliability.
o Connectivity, energy-efficiency and coverage

In addition to connectivity, there are several other issues that should be taken into
account, such as the lifetime of nodes. Higher transmission power results in faster
energy consumption. For example, network connectivity is the largest when each node
transmits at its maximum power, but it has the shortest lifetime. Extending the lifetime
of the network in some scenarios is a desirable requirement since the sensor nodes may
be deployed in areas where human are not allowed to enter in, or the nodes cannot
be replaced, or the battery cannot be recharged. Besides, if there are many redundant
nodes, the coverage problem arises when some nodes are scheduled to be active, and
others be inactive, which is a common approach to maintain the network connectivity

and coverage.
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(1) Adjust transmission range:

The purpose is to assign to each node a transmission power so that the resultant
network is k — connected and meanwhile the transmission power is optimized.
Optimizing energy while keeping network connectivity strong is a challenging task
[49][125][103][122][91]. Most of the energy optimization and k—connected problems have
been proven to be NP-completeness [125]. Note that minimizing the total transmission
power assignment is NP-hard even for 1 — connected network [32][123|. There are
centralized or distributed, or hybrid (e.g. [32]) approaches to solve this problem.

If the node transmits data with maximum transmission power and finds out the
k optimal vertex disjoint path to each neighbor is according to certain criteria (e.g.
power cost), [115] proves that if each node maintains k& optimal disjoint paths, the
resultant network are k — connected globally, provided that all nodes use the maximum
transmission power. In [32], the k — connected network are formed by three steps: first,
cluster the network; second, the cluster head assigns each node a communication power
such that each node in the cluster is k — connected, it is called the intra-cluster topology
control; third, it is ensured that there are k — disjoint paths between adjacent clusters,
this is called inter-cluster topology control. After three steps, the resultant network
is k — connected globally. [128] aims at building up and maintaining k& — regular and
k — connected nodes by adding links between overlay node. This approach forms groups
consisting of k£ nodes, and each group is a k — regular network, it regards the group as
single node, then recursively using the same approach to form the final topology.

If the network already is a k — connected network, what is the condition preserving
k — connected by changing power based on the angle of neighbors? [21] studies the
angle of its neighbors. The cone of degree of nodes determines the connectivity. A
node u transmits with the minimum power P, in order to ensure that in every cone
of degree around u there are some nodes that u can reach with power P. It is shown
that taking angle %r is a necessary and sufficient condition to guarantee that network
connectivity is preserved. [21] tries to use fewer edges by removing edges but preserve
connectivity. Two basic mechanisms are adopted [21]: (1) start from initial power, then
increase power until connected; (2) start from the largest energy then reduce it as long
as connectivity is not changed. [103] preserves the connectivity of the network and
meanwhile minimizes transmission power. [103] proves that the upper bound of angle
isa< %—Z Note that many algorithms try to optimize energy inevitability incurring an

extra overhead.
(2) Schedule the duty cycle of nodes:

Another common method to optimize energy is to schedule the duty cycle of nodes.
There are usually three status in each sensor node: active, idle, and sleep. The node
in sleep or idle mode consumes less energy than the active model. Nodes are scheduled

to keep some nodes alive or active if they are on duty, while letting other nodes in
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sleep mode in order to save energy of the whole network, but still keeping the network
connected. [29] points out that the idle status consumes almost the same power as the
active status, but the sleep mode consumes much less than active status.

If every node is active with equal probability p, the asymptotic k — coverage results
for grid, random uniform, and Poisson deployment are studied in [79]. [34] utilizes
random scheduling for required coverage, but the active nodes may not be connected,
therefore other nodes are turned on to guarantee connectivity if necessary. The node
A is called the upstream node of B if A is neighbor of B and one hop closer to sink;
accordingly, B is called the downstream node of A. The status of the node A is not
only decided by the random scheduling assigned by the coverage-scheduling, but is
also determined by its downstream nodes. For example, node A may be in a sleep
model assigned by coverage-scheduling, but it will be forced to switch to active mode
if its downstream node is active and there is no path for this downstream node for
transmitting data to the sink.

The model in game theory can be adapted to optimize energy of the IoT as well.
For instance, the player in IoT is the node. All nodes work in non-cooperative manner.
They selfishly conserve energy by refusing participants as relays nodes, but they can
participant as a relay by offering some incentive to encourage cooperative. An incentive
could be the token. The tax mechanism can be adopted as well: higher communication
range introduces higher interferences to neighbor’s nodes, hence need to pay high tax.
[97] surveys game approaches to formulate problems related to security and energy

efficiency in IoT.
¢ Link quality

Increasing the network connectivity by power control is one way to improve the IoT
resilience, but the individual link quality is also important for resilient IoT. Many power
control approaches are employed to improve the link quality, thereby improving the
reliability of the link. Higher transmission power helps to improve data transmission
reliability, but also introduces higher energy consumption and interference. There is
tradeoff among energy efficiency, link quality, and interference.

There are papers dedicated to conduct practical experiments aimed to improve link
quality, such as [55][153](93][139]. ART [55], an adaptive topology control protocol,
is based on empirical study of the link quality in the indoor environment. It adapts
the transmission power in response to variations in the link quality triggered by either
environmental changes or varying degrees of network contention. ART monitors the
outgoing packets and records the transmission failures during a defined time window.
If the transmission failure is out of the defined threshold, ART increases or decreases
the transmission power. One of the advantages is that ART does not always increase
the transmission power to improve the link quality because, in practice, it is not always

true under high contention and interference. Instead, it may decrease the transmission
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power under high contention. [153| proposes a protocol that applies a control-theoretic
approach to control packet reception ratio (PRR) directly. The receiver monitors
all incoming packets, records the packet transmission failures and then computes the
transmission power needed next round. This information will be transferred to the
sender side. [139] adjusts the transmission power by measuring the average received
signal strength indicator (RSSI), and comparing it to upper and lower thresholds to
decide nodes increase or decrease the transmission power. Adaptive Transmission Power
Control (ATPC) [93], employs a feedback-based transmission power control algorithm
to dynamically maintain individual link quality over time. It proposes a protocol
to minimize the power level by choosing proper transmission power for each packet
transmitted, while guarantees the desired link quality. First, [93] reveals the relation
between the transmission power and link quality indicator RSSI and Link Quality
Indicator (LQI), which is generally monotonic and continuous but not deterministic.
There are fluctuations in a small range at any transmission level. Based on the
empirical results, [93| formulates a predictive model to characterize the relation between
transmission power and link quality. With this predictive model, the sender node adjusts
the transmission power in order to guarantee a specific receiver the desired link quality.
[142] provides a localized Configurable Topology Control (CTC) algorithm to achieve
desired path quality bounds in lossy IoT.

¢ Connectivity maintenance protocols

There are many energy-aware routing protocols. In order to balance the connectivity
and lifetime of the network, a good energy-aware protocol should: first, schedule as
many nodes as possible to turn off; second, keep the network connected; third, offer as
much total capacity as the original network; fourth, power saving should inter-operate
correctly with whatever routing system [29]; fifth, the algorithm needed to be distributed
and highly efficient.

In SPAN [29], a node volunteers to be a coordinator if it discovers that two of
its neighbors cannot communicate with each other directly or through an existing
coordinator. CCP [134] protocol is a decentralized protocol that only depends on local
states of the sensing neighbors. CCP is able to guarantee both coverage and connectivity
if the sensing range is less than half of the communication range, but if the sensing range
is more than half of the communication range, CPP integrates with SPAN [29] to provide
both coverage and connectivity. PEAS [151] schedules a required number of nodes awake
by adjusting sleep period in the presence of failures. It sends PROBE messages to the
nodes within probing range which is a value lower than the communication range. Any
nodes within its probing range will send back a REPLY messages. The sleeping nodes
keep working only if they do not receive the REPLY messages. In this way, it keeps
the network connected. [23] presents a greedy algorithm: it starts from the complete

graph, then reduce nodes to reach desirable connectivity, or start from the empty graph

25



Chapter 2. Related Works

and later connect edges until desirable connectivity is reached; then it cuts nodes but

maintains the same connectivity. The second step is to reduce the redundant nodes.

2.3.4 Re-deployment

In last sections, it is assumed that deployed IoT nodes can not get in touch or relocate or
add nodes once they are deployed. IoT can adapt to keep connectivity. However, for real
IoT nodes deployment, it is still possible that nodes are able to be added or relocated in
some circumstances, either by human beings or robot-like devices carrying new nodes
to the field. The goal of the node placement is to achieve some desired performances,
such as energy optimization, maintaining or improving connectivity by lowest number of
nodes. Adding new nodes or edges set to make graph being k — connected is also called
connectivity augmentation problem. The boundaries are given in [51]: 2?” additional
edges are required in some cases and 67” additional edges are always sufficient, where n
is the total number of sensor nodes. The connectivity augmentations can be done by
populating new nodes to achieve a particular architecture which has strong connectivity.
For instance, the goal of a new node may be to construct a complete network where
each node connects to all other nodes, or regular graph which each node has the same
number of neighbors, or circulates like Harary graphs.

[154] categorizes the placement strategies into static and dynamic depending on
whether the optimization is performed at the time of deployment or while the network
is operational, respectively. The behavior of mobile nodes can be the synchronous
model, or asynchronous model, or semi-synchronous [40]. In the synchronous model, all
relay nodes take action at the same time; in the asynchronous model, all relay nodes

act individually; in the semi-synchronous model, a subset of nodes moves but not all.
¢ Integer linear programming

The node placement problems can be formalized to become a linear programming
(LP) problem or integer linear programming problem (ILP). ILP could be a optimal
approach to find the optimal numbers or positions of new nodes to improve or maintain
connectivity if the network is small, but for a large network the LP or ILP are not
applicable.

For instance, the energy optimization for k — connected network can be regard as a
LP problem. The constraints and objective functions are given in [56]. [15] formulates
the optimal number of relay nodes to guarantee connectivity and coverage to be an
ILP problem. [52] investigates the node placement strategies to achieve five objectives:
mean overall residual energy, mean minimum residual energy, mean number of nodes
over the threshold, mean overall travelled distance, and mean maximum distance. The
problem is formalized to be a ILP, but unfortunately, it has huge numbers of constrains,
including positions of all deployed nodes, and their status information.

[18] proposes a ILP method to solve minimal numbers of relay node placement
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issues related with energy consideration to guarantee network connectivity. There are
20 constraints and many variables depending on the number of the relay node positions.
It shows that for k is small (1 or 2) and the network is not that big (tens of nodes), the
problem is solvable within reasonable time. However, if the network is large, and for
bigger k value, it seems that it is still intractable by ILP. Therefore, few problems can
be solved in polynomial time. In turn, most of them are very difficult to solve with the
optimal solution. If the original problem is NP-completeness, the corresponding LP or

ILP is also NP-completeness.
¢ Steiner tree

Given a weighted undirected graph and a subset of terminal nodes, finding a
minimum-cost tree spanning terminals, is called Steiner tree problem, which is NP-hard.
The difference between Steiner tree problem and the MST problem is that Steiner tree
allows to construct or select intermediate connection points to reduce the cost of the tree.
Those intermediate nodes are the optimal new nodes that the network needs to maintain
the connectivity and low cost. For now, the best algorithm has 1.39 —approximation for
weighted Steiner Tree [26]. MST can be used to solve Steiner tree but is not necessary
to be optimal solutions. Placing minimum number of nodes for maintaining network
connectivity such that the transmission range of each sensor does not exceed a threshold
is Minimum number of Steiner Points (SMT-MSP) [31], which is NP-Hard as well.
Many nodes placement optimization problems can be reduced to SMT-MSP problem,
e.g. [118][7][84][40][92].

¢ Heuristic algorithms

Node optimal placement is a very challenging problem. [40] claims that no local
algorithm can achieve good approximation factors for the number of relays. Many of
them have been proved to be NP-completeness or NP-hard, even only want to achieve
2 — connected network [20][2].

Since most relay nodes optimizations are NP-completeness or NP-hard problems,
many heuristic solutions have been proposed. [92] first uses a minimal spanning tree
algorithm over points set P, then inserts new points for those edges longer than R,
resultant tree has no edges longer than R. This algorithm has 5 — approzimation.
[31] improves the approximation of [92], and proposes two algorithms which have
performance approximation 3 and 2.5 respectively. Note that they simply consider
the 1 — connected since it is a tree. Similarly, in the heterogeneous networks the
nodes with distinct transmission ranges, the node placement for full k — connected
(consider all nodes) and partial k — connected (not consider the populated nodes) are
NP-hard problems [140]. The algorithms proposed in [140] have two phases: 1. solve
the minimum k& — connected spanning graph for initial network; 2. put necessary relay

nodes calculated graph in the first phase. According to first phase, it’s not difficult to
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know where and how many relay nodes need. However, those methods need to know
the location of each node.

[20] proposes O(D log n) —approzimation replacement algorithm of minimal number
of relay nodes for 2 — connected network, where D is D(1,2) — diameter. Notice
that it assumes that regular nodes have the same communication range, but the
relay nodes have double range than other nodes. [40] tries to maintain the network
connected while minimizing the number of relay nodes. It considers the global and
local algorithms. Notice that there are two kinds of node: terminal and relay node.
The difference is that the terminal nodes are stationary and range is 1, while relay
nodes can move and have range more than 1. [38] proposes a relay nodes placement
algorithm for k — connected (not only 2 — connected) network based on the Particle
Swarm Algorithm, also considering the heterogeneous feature of the IoT which nodes
have different communication range. Notice that the algorithm runs off-line. [38]
considers that heterogeneous IoT is only for original nodes, for all new joined relay nodes
have the same communication range. [68] proves the algorithms have complexity O(n")
or O(cn?) for any k. [119] proposes two distributed relay node positioning approaches,
based on virtual force-based movements and game theory respectively, to guarantee
network recovery by minimizing the movement cost of the relay nodes. [107] aims to
position the minimum number of additional relay nodes by the branch-and-cut based
algorithm, such that signals from sensor nodes communicate to the base station within

a pre-specified delay bound.

2.4 Multi-path routing protocol

Once the sensor nodes are deployed in the area of interest using the approach in Section
2.3, the network is k — connected from the topology point of view. The routing protocols
are used to find a specific path from the source to the destination according to specific
routing algorithms. When the nodes or links fail on this path for whatever reason, the
routing protocols need to detect failures first and then find alternative paths to the
destination. As a consequence, the routing protocols play an important role in resilient
ToT.

[8] clarifies that the routing protocols in wireless ad hoc and mesh network
into different categories: proactive, reactive, geographical, multi-path, hierarchical,
flow-oriented, WMN and Multicast, power-aware, etc. Of course, some of them share
common properties. However, surveying routing protocols in IoT are out of the scope of
this thesis, reader is referred to [8] for more details. Multi-path routing and energy-aware
protocols, such as [46], REER [147], RELAX [148], LIEMRO [112|, EEFTM [74], PEAS
[151], are suitable for resilient IoT.

The challenges here are how to design low overhead and low complexity routing

algorithms, taking into account heterogeneous or homogenous network models,
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node 5

Figure 2.7: Disjoint paths and brained paths. (1, 2, 6) and (1, 3, 5, 6) are disjoint-paths. (1,
3, 4, 6) and (1, 3, 5, 6) are brained paths.

stationary or mobile networks, using 2D or 3D models, knowing the locations of node

(e.g. by GPS) or not, localized (distributed) or centralized (globalized) algorithms, etc.

2.4.1 Complete disjointed and brained path

There are two popular routing protocols, DSR [114] and AODV [69] in IoT. DSR
keeps multiple paths in the routing table for increasing reliability. This gives DSR
good fault-tolerance. AODV uses multi-round discovery, exploring alternative paths to
establish a route. However, both DSR and AODV are on-demand routing protocols,
which may lead to significant latency and overhead (energy) at every routing path
finding stage. Multi-path routing eliminates the routing discovery process unless there
is no path available.

In general, there are two kinds of multi-path routing, as illustrated in Figure 2.7:
(1) complete disjointed path: all paths do not share common nodes except the source
and destination nodes. There are many researches on this topic. The algorithm to find
k—disjoint paths earlier can be found in [127][124](86][85]. (2) brained paths: the paths
are not completely disjoined, there are many partially disjoint alternate paths. There is
a tradeoff between resilience and maintains overhead [113]. For comparable resilience to
patterned failures, the brained multi-path expends only 33% energy of complete disjoint
paths, and has 50% higher resilience to isolated failures [49].

Formally, there are two ways to evaluate the relation between two paths: disjointness
and stretch [85]:

‘Pp’rimary N Pbackup’

disjointess =1 — (2.2)

‘Pprimary‘
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Pbackup |

strech = | (2.3)

Pyrimary
Pprimary and Pygeryp are defined as the set of links in the primary and the backup path.
The resilient network needs disjointness close to 1 and stretch as small as possible.
Paths must be chosen to achieve the highest reliability possible, though. [120] proves
that in order to improve the reliability of multi-path routing, if the primary path is the
shortest path, then the second path should be as short as possible; while if the primary
path is not the shortest path, then the second path should differ than the first as large

as possible.

2.4.2 Multi-path searching algorithm

If it is only required to confirm that the network is 1 — connected or not, one can simply
run the Depth-First Search, or Breadth-First Search, both have O(|V| + |E|). [94]
employs the Breadth-First Search algorithm to judge whether a node caused the network
partitions, then the link rebuilding strategy starts to achieve the topology maintaining.
[47] proposes an optimal algorithm to find the single-source shortest non-negative path
with complexity O(|E| + |V|log|V]). Finding the maximum number of k — disjoint
path problem can be solved by network flow theory, specifically the minimum cut or
maximum flow theory. There are many polynomial time algorithms solving maximum
flow problems. So far, the best algorithm has complexity O(|V||E|log %) [51]. The
multi-path from source and destination for all nodes can be found in O(kN?) running
time algorithm [125].

But for the IoT, there are always some special considerations, such as the
computational capacity needed to think about before implement the algorithm, so
O(kN?) running time perhaps is unacceptable in the IoT. Hence, the problems that
have been solved in graph theory may be either hard or even impossible to be applied
to the IoT due to having an unacceptable algorithm complexity. Therefore, the heuristic
algorithms are more feasible. For example, a greedy algorithm can be: first time, the
algorithm runs to choose one path to destination by selecting the best hop at each step,
then running the same algorithm again to find the second path except that the node
(link) has already been chosen, and so on, such as routing protocols [49], [149] and [146].

[49] realizes the multi-path routing by only using the local information, as shown in
Figure 2.8. The source floods data to the sink, and then the sink knows which neighbors
is preferred according to metric like lowest delay or loss, as shown in Figure 2.8 (a).
Afterwards, the sink sends "primary path reinforcement" data back to the source. At
this step, the neighbors choose their own preferred neighbor to forward data to the
source. In the end, the primary path is established, as shown in Figure 2.8 (b) path
P. After that, the sink sends the "alternative path reinforcement" to the source by

choosing the second preferred neighbor, and along the way back to the source, each
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Figure 2.8: Construct disjoint paths [49].

neighbor chooses the second preferred neighbor that has not chosen before. If it has
been chosen, it has to choose another one, as illustrated in Figure 2.8 (c). Finally,
the 2 — disjoint path is formed, as displayed in Figure 2.8 (d). Note that: (1) this
method only uses the local information; (2) during the time setting up network to find
multi-path, it might take a somewhat long time and consume too much energy.

The multi-path algorithms preferably to be distributed, e.g. [132] and [37]. [132] is
a distributed algorithm to find out complete disjoined path. It is based on any other
existing routing protocol to find the multi-path from the source to the destination,
and then proposes a distributed algorithm to refine those paths in order to eliminate
the paths which have mutual interference. [37] proposes a new routing protocol called
GRAd, which is a routing protocol that makes no attempt to identify which of its
neighbors is to relay a packet. It considers the mobility of sensor nodes. The nodes
travel towards randomly chosen locations at random speeds, and pause for a fixed
amount of time after reaching its destination. The simulation results show that GRAd
is robust in the face of changing topology because it enlists multiple neighbor nodes
to relay message from one place to another. Even if one node moves out of place,
other nodes are often available to deliver the packet without resorting to rebuilding the
route. However, there is a price needs to pay for this high robustness as [37] shows that
the routing load is high. [135] proposes Resilient Routing Reconfiguration (R3), which
consists of an off-line pre-computation phase and an online reconfiguration phase. By

converting topology uncertainty into uncertainty in rerouting traffic, it applies linear
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programming duality to find the optimal route and protection route.

2.5 NP-completeness and NP-hard problems in resilient
IoT

As mentioned in previous sections, many problems in IoT with regard to the resilient
IoT turn out to be NP-completeness or NP-hard. A summary is made in this section.
For NP-completeness and NP-hard problems [3], there is no polynomial-time algorithm
to solve them. However, there are still some NP-completeness and NP-hard problems
have provably bound on the solution, called o — ratio or a — approximation algorithm.
«a — approzimation algorithm is a polynomial-time algorithm whose solution cost is
at most « times the optimal solution cost. On the other hand, many related works
have been focused on providing heuristics. However, heuristics could have arbitrarily
poor performance, and do not guarantee provable running time like o — approximation
algorithm.

If the problems are NP-completeness or NP-hard, usually it is proposed one heuristic
algorithm, then its correctness is proven and a — approximation of its performance is
presented if exists. If the algorithm needs to know the status of the entire network or
have the physical (or logical) control center, it is called centralized algorithm, otherwise
it is distributed algorithm. Table 2.1 lists many problems and algorithms regarding

resilient IoT. Note that most algorithms proposed are centralized.

Table 2.1: NP-completeness and NP-hard problems in resilient IoT.

Ref.! | Problems a —ratio | Complexity Distr.?
O(k
[56] Minimize power while maintaining (k) NA3 Yes
O(klogk)

k-fault tolerance

[103] | Find k-connectivity sub-graph with | NA NA Yes

minimum cost

O(’V’k—HL%—Q)

NO
O(’V‘k+1Lk>

[86] Find k pairwise vertex or edge | NA
disjoint paths in an acyclic directed
network with length bounded by an
integer. L is the sum of all edge

[86] Find two vertex or edge disjoint | at least 2 | NA NA

paths in a directed network such

that maximum length of two path is

minimized

Continued on next page
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Table 2.1 — continued from previous page

Ref. Problems a — ratio Complexity Distr.
[120] | The reliability —of the two | NA O(|E|log|V]) | NO
disjoint-path ~ connection  equals
to 1
[143] | Assign  minimized  transmission | k2 + O(k) | NA NO

power to each sensor such that
the induced topology containing
only bidirectional links is strongly

connected

[23] Establish k-connectivity by placing | 2 O(|V|%log |V|) | NO
additional sensors geographically
between existing pairs of sensors
with a minimum number of

additional sensors

[31] Place the minimum number of | 3, 2.5 O(|V]?) NO
relay nodes for  maintaining
network connectivity such that
the transmission range of each

sensor does not exceed a constant

[92] Steiner ~ tree  problem  with | 5 NA NO
minimum  number of = Steiner

points and bounded edge-length
(STP-MSPBEL)

(72 Minimal number of relay nodes for O(Dlogn) O((kIV))?)[72] | NO

120] 2-connected network 10

[78] Find the smallest 2-connectivity | 1+ ¢ NA NO
weighted spanning sub-graph

[118] Find the minimum count and | NA O(n*)[118] NO

84 position of relay nodes

2] Minimum number of edges required | NA NA NO

to be added to obtain 2-vertex or

2-edge connected plane geometric

graphs

Continued on next page
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Table 2.1 — continued from previous page

Ref. Problems a — ratio Complexity Distr.
O(ok?
[140) | A minimum number of node ( 3) NA NO
o O(ok?)
placement for full k-connectivity
and partial k-connectivity in the
heterogeneous networks in terms of
non-identical transmission range
min(2, Aya
[123] | directed k-strong connectivity with a O<(k2§ ) NA NO
minimal overall power assignment for
uniformly spaced nodes on a line or
planar space
!Reference; ?Distributed algorithm; Not applicable.
2.6 Adopted models

A survey has been provided regarding various aspects of fault-tolerant network,

including models, techniques and outcomes. This thesis has no intention to study

every aspect of the network connectivity using all possible models, which would make
the problem intractable. In Table 2.2, the models and methods that used in this thesis

are outlined, in the same order that presented in this chapter.

Table 2.2: The models adopted in the thesis.

Models Models employed in the thesis

Network model Involve both heterogeneous and

homogenous models

o Involve both irregular and
Transmission model

regular radio models

Asymmetric link Only symmetric link

Consider random and permanent
. node failure. Did not consider

Failure model ) ) i
transient failure, link failure

and faulty reading.

Deployment stages Only apply to Post-deployment

Link quality Not considered

Multi-path routing protocol | Not considered
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2.7 Summary

Following the network design flow in Figure 2.1, the literature review is accomplished
in this chapter (also see more details of our publication [156]). It provides a landscape,
and assists the choice of appropriate models. It is evident that the notions, "Node
degree" and "k — connected network", are located at the core of the research of network
connectivity. There are tremendous number of works have been done by various means:
either from graph theory or networking point of view. The conclusions from the
literatures help to better understand the network connectivity and fault-tolerant for
large scale wireless networks.

What has missed in this chapter, but important one, is the self-adaptive software
using software engineering approach. This becomes significant and needed when a real
system is implemented. This topic will be covered in the implementation chapter, see
Chapter 6.
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Chapter 3

Connectivity Analysis Using a
Probabilistic Model

As mentioned in previous chapters, whether a network is resilient to node failure, it can
be evaluated from the network connectivity point of view. For example, if a network
is k — connected, then it implies that the network can tolerate at most k — 1 failure
nodes, without losing the network connectivity. Certainly, it is implicitly assumed
that all nodes in a network are required to be connected. Therefore, this chapter
aims at analyzing the network connectivity over a very generic network, where nodes
are randomly and uniformly deployed. This work provides insights into what is the
probability that a network is k — connected, where k = 1,2,3---, and the number of

nodes n — 400, or loosely speaking n is big enough.

3.1 Network model

In this section, the following notations and definitions to facilitate the derivations are
introduced:

n : total number of nodes deployed in target field, and n > 1.

A : area of node deployed.

p : node density, defined as %.

t : expected number of neighbors of node.

log : the logarithm to nature base e.

Next, the definitions that will state the starting point in the network model are

introduced.
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Figure 3.1: (a) Disk communication model and (b) Irregular communication model.

Definition 3.1.1. Node’s Communication range is defined as the area where other
nodes can receive its signal.

Definition 3.1.2. If the network is formed by n nodes randomly and uniformly deployed
in area A, the network is called to follow disc model, and each node is modeled as a disk
with radius r. The network is denoted by .S, ;.

This work adopts the disc model to describe the radio features of wireless
communication, as shown in Figure 3.1(a). Specifically, the wireless communication
range is drawn as a perfect circle with radius r. However, in practice the radios can
hardly be an ideal circle (e.g. Figure 3.1(b)), but it will be shown in the analysis
that the shape of the communication range does not matter, as long as the area of
the communication range covered is the same, then the effective communication range
is the same as it is a circle. On the other hand, what really matter is whether the
communication range of each node is the same. So, this thesis has two sections, Section
3.2 and Section 3.3, to show different results.

In general, there are analytic results if all nodes have the same communication
range, which is named homogenous deployment; while the analytic results do not exist
if all nodes do not have the same communication range, which is called heterogeneous

deployment, this work performs numerical simulation.

3.2 Homogenous node deployment

The probability model when each node has the same communication range in network
Snr is presented in this section; besides, the details of derivations are given, and the

results are validated by computer simulation.

3.2.1 Network connection probability analysis

For randomly and uniformly distributed nodes with density p, the number of nodes
in the area 7r? has a Poisson distribution with mean prr? [19]. Furthermore, the
probability of a node having N neighbor nodes in relation to the communication range

r is given by:
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mr?) N
P(N) = (pN!)e

Therefore, the probability of .S, ; being k-connected can be computed through:

—pmr? (3.1)

2\N
PRy = (1= S LT gty (3.2)
N!
N=0
Further, let:
t = mr?, (3.3)

t can be interpreted as the area that the communication range covered. The equation
(2.2) is only a special case, in which the area is a disc. It is not necessary a disc, though.

If p =1, t actually is the expected number of neighbors a node has. Whether p is equal

to 1 is irrelevant in this model, because if p is not 1, say p’, then let r' = \/’;7. Another
interpretation is that keeps the average number of nodes on unit area being 1, but
what really matter is the communication range r impacts on the network connection
probability. Therefore, without loss of generality, it is assumed that p = 1. In order to

simplify denotation, define:

k—1 N
(t
L‘ . (3.4)
N=0
So, (3.2) can be re-written as:
P(t, k) = (1 - W(t, k)", (3.5)
and the corresponding first derivative w.r.t. ¢ is:
dP(t, k dW (t, k
( ) ) — —n(l —W(t,k))nil W( ) )
dt dt
t_ k=1 N k—1 (36)
:n<€ N=0 NTyn—1(~t ¢ )
et (k—1)"

The function P(t,k) can be written as P(t) = (1 — e~ %)™ when k = 1 , namely 1 —
connected network.

Before proceeding to the formal analysis, Figure 3.2 draws the equation 3.5 when
k = 1, which is the probability that the network connectivity being 1 — connected with
various number of nodes. It can be seen that the functions have very similar shape, and
take the same amount of ¢ to grow from near 0 to reach 1. In what follows, this thesis
will prove those intuitive conclusions hold.

In order to prove the hypothesis, it is needed to prove the following proposition:
Proposition 3.2.1. Let P(t) = (1 —e )" and n>> 1, then following statements hold:

1. For every 0 < e < (1 — %)("_1), there exists 0 < t; < to such that P'(t1) =
Pl(tg) =¢&.
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Figure 3.2: Network connection probability P(t) when n = 500, 1000, 10000, 100000.

2. P(t) has a flex point at (log(n), (1 — L)m).

Proof.

1. First, Figure 3.3 (left) shows (3.5) is a monotonically increasing function. Strictly,

el = EOZOO tﬁN, because it is the Taylor expansion of !, and t > 0. So, (3.6)

is greater than 0, which leads to the function (2.1) a monotonically increasing
function for any k£ > 1. Consequently, P(t) is monotonically increasing function

w.r.t. t.

Then, consider the first and second derivative functions of P(t) w.r.t. ¢:

P'(t)=n(l —e Y le ™, (3.7)

P'(t) =ne (1 —e )" 2(net —1). (3.8)

It is evident that P”(t) vanishes at ¢ = 0 and ¢ = log(n). Furthermore, P”(t) >
0 for t € (0,log(n)) and P"(t) < 0 for t € (log(n),o0). Therefore, P'(t) is
an increasing function in the interval (0,log(n)) and a decreasing function in
(log(n),00). Hence, P’'(t) reaches the maximum value at ¢t = log(n) (see Figure
3.3 (up)). On the other hand, since lim;_,o, P'(t) = 0, by applying Bolzano
Theorem, for every 0 < ¢ < P'(log(n)) = (1 — %)(”_1) there exists 0 < t; < ta,
such that P'(t;) = P'(t2) = . For example, as shown in Figure 3.3 (down),
e=(1-55)5%0"Y ~ 0.368.

2. It is derived from the proof of statement above. O
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Figure 3.3: Network connection probability function P(t), and corresponding P'(t) and P"(t)
(up); values t; and to for a given ¢ and n = 500 (down).

Remark 3.2.2. Note that 0 <& < (1 — 2)("~1 < 1 since n > 1.

To further analyze P(t), the previous Proposition can be applied to obtain the
following theorems.

Theorem 3.2.3. Let P(t) = (1—e )", s.t. n>>1,b> 1 and e = e, then there exists

a constant number of neighbors, C(g) = log(%), for which the network becomes

connected with probability increasing from P(t1 = log(547)) to P(t2 = log(n) +b).
Proof. First, it can be observed that ¢ = e ? satisfies the hypothesis in Proposition
since £ = e7® < e71, therefore 0 < ¢ < (1 — %)(”_1). Let 2 = ¢! and define f(z) as:

f(z)=n(l—-z)" o —c (3.9)

Then, the goal is to find the roots of (3.9). For this purpose, considering the

corresponding derivative function:

3.10
=n(l—2z)"2(1 — nzx). (3.10)

Note that f(x) is the function P’(t) — ¢ under the change of variable x = ™%, and
by applying the Proposition there exists only two roots, say z; and x2 s.t. 0 < 22 <
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% < x1 < 1. Newton method can be used to find out the approximation of roots z; and

xo. Let g be the initial value, according to (3.9) and (3.10), yield:

v~z — f(zo)
f'(@o)
’I’L(l — :Z,‘())n_ll‘o —€

=Zo— n—2

n(l —x9)"2(1 — nxp)

. (3.11)

n(l — 130)1’0 — (17:100)”—2

= Qjo —_
n(l — nxop)
_ -z T2
0 1 — nxg n(l —nxg)’

Additionally, let o = 0 as the initial value to approximate xo and zg = % (where b > 1)

as the initial value to solve x7.

™
ﬂ)

Ly =—=—, (3.12)

3
3

bo(-bh T

- n’n n
R 1-b +n(1—b)
L ¥ S
_ 1(n (1,%)71—2)
n 1-b '
Taking into consideration the fact that (1 — %)”_2 — e7? when n — 400 and € = e,
therefore:
b2 2 €
n b + _byn-2
" ; (;} RN 140, (3.14)

written b = —log(e), and let to = —logzg, t1] = —logx, and define C'(e) =ty — t1. It
can be concluded that (as n — +00):

). (3.15)

C(e) =log(’ ") = lo(

Finally, because (3.12) has to = log(n) + b, so t1 = ta — C(e) = log(z37). Since
P(t) is an increasing function, it concludes that the network becomes connected with
probability increasing from P(t1 = log(;37)) to P(t2 = log(n) + b). O

Moreover, more results can be obtained when t = t; and ¢ = ¢3, by applying some

basic derivations from the model.
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Theorem 3.2.4. Let e = e and b > 1, if 72 = logn + b then network connection
probability P(Sy, connected) is at least 1 — e when n — +00.

Proof.

€7b €7b
P(S,, connected) =(1— —)">1—-n—=1—¢ (3.16)
n n

[l
Remark 3.2.5. This theorem shows that as b — +oo (equivalently, ¢ — 0), the

network connection probability tends to 1, meanwhile the network has degree logn + b.
The literature [110] proves that if a network does not have any links at the beginning,
and later links are added to connect nodes, the resulting network becomes k-connected
as soon as network degree is k. Therefore, this theorem shows that once network
becomes connected, it turns out to be (log n + b)-connected with high probability.
This conclusion is consistent with the result in [16]: by increasing k network becomes
s-connected very shortly after it becomes connected, for s = O(logn). (log n +
b)-connected network makes the IoT more resilient against node failure, because there

are log n + b distinct paths from one node to any other nodes.

Theorem 3.2.6. Let e = e~ and b > 1, if 72 = log 51 then the network connection
probability P(Sy,, connected) is about 0.36e when n — +o0.

Proof.

b+1
P(S,,, connected) = (1 — L)” — e 71 =0.36e7° = 0.36¢. (3.17)
n

g

Theorem 3.2.7. Lete = e % and b > 1, if mr? = logn +b then the network connection

e—b

probability is e=¢ ~, when n — 400.

Proof.
e_b —b

P(Sy, connected) = (1 — —)" — e~ ¢ . (3.18)
n

O

Remark 3.2.8. This conclusion is the same as [17] and has similar form in the

Erdoés-Rényi random graph [60].

Corollary 3.2.9. Let 0 < ¢ < e, if the probability of network being connected is

0.36¢ when communication range is wr?, then by increasing node communication range

by constant C(e) = log(X=8%), namely 72 + C(e), the probability of network being

£
connected is at least 1 — €.

Proof. The conclusion can be drawn from the previous theorems above. [
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Figure 38.4: (a) Errors of Theorem 3.2.4; (b) Errors of Theorem 3.2.6.

Remark 3.2.10. The corollary provides a guide on control the communication range
so that the network is connected with high probability. For example, in the case that
the probability is very low due to the communication range is too short, so one further
wants to know how large should increase communication range to get a much high
probability. Surprisingly, the corollary shows that the incremental is a constant for
any size of network, in the condition that the size of network is large enough, e.g. 500
nodes. It implies that, at certain point, further increasing the communication range
would be pointless and waste energy, as it is no longer to help too much to increase the

probability that the network being connected.

3.2.2 Validation

The analysis in the previous Section 3.2.1 is asymptotical, because it theoretically
requires n — +o0o. This section validates the results by simulation, which shows that
the theories still hold when n is big enough, e.g. 500, with acceptable errors. The
error of Theorem 3.2.4 is defined as (1 — %)” — (1 —e7?), and the error of Theorem
3.2.6 is defined as (1 — b"'Tl)" —0.36e~°. To validate Theorem 3.2.4 and Theorem 3.2.6,
Figure 3.4 calculates the error between theoretical results and approximation values
with different n and b. The errors for both theorems are very small, which indicate that
both have a good approximation.

Table 3.1 illustrates that the values of x1, x9, t1, t2, C(g) and corresponding values of
P(t1) and P(t2), for n = 500, 1000, 10000, 100000. For any n in the table, the obtained
value tg — t; &~ C(e) = 5.60944. Of course, in a real network the number of neighbors
has to be an integer, so 6 more neighbors can make sure that the network is connected
with very high probability. In other words, if the area covered is wider, certainly the

communication range of node required to make sure the network being connected with
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Table 3.1: Connection probability with different size of network.

n ty t ty—t1  P(t) P(ty)
500 4.60517 10.21461 5.60944 0.65705% 98.18507%
1000 5.29832 10.90776 5.60944 0.66540% 98.18509%

10000 7.60090 13.21034 5.60944 0.67295% 98.18511%
100000 9.90349 15.51293 5.60944 0.67371% 98.18511%

high probability is higher. But the most important conclusion can be drawn from
the theory is: starting from the network being connected with very low probability(at
around 0.67%), by adding 6 more nodes in the neighbor list, the whole network becomes
connected with very high probability (at around 98%), and 6 is a "magic number" for
any size of the network. Further, once the network is connected, it soon becomes (log
n + 6)-connected network, which can tolerate at most (log n + 5) nodes failures at the

same time.

3.3 Heterogeneous node deployment

This section evaluates the same problem but with a more practical model, which the
communication ranges of each node are not identical. Rather, they have different
communication range. In order to model heterogeneous communication range, this
study applies the stochastic process called Cox process. Unlike the Section 3.2, there is

no analytical results, hence the computer simulation is leveraged instead.

3.3.1 Cox process model

Cox process is a doubly stochastic Poisson process, where the parameter of Poisson
process itself is another stochastic process.

Formally, given a random variable X follows Poisson distribution with parameter A,
written as X ~ Poisson(A) or Poisson(X = k;\) = e_k#, where the parameter \ is
defined by another distribution N, namely A ~ N.

Recall that in the equation (3.1), the number of neighbors is defined as random
variable N, and N ~ Poisson(pmr?). Now, the problem of this thesis is formalized into
a more general case where the communication ranges of each node are not necessary
identical, instead it is i.i.d. normal distribution. To do this, it is assumed that the
communication range of each node is i.i.d. random variable, and prr? ~ Norm(u,o?).
Again, let the node density p = 1, and the number of neighbors of a node, denoted as
ki, 50 ki ~ Norm(u,o?).
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3.3.2 Network connection probability analysis

By convention, E[V] denotes the expected value of a random variable V. The expected

neighbors of node can be computed by using the "Law of total expectation":
Blk) = E[Elki[t)] = Elf] = u. (3.19)

For k > 1, the probability of node ¢ having at least k neighbors is given as:

LN
Pip=git:) =1- Z e (3.20)

k;_
N=0 '

~

=

For a special case, when k =1, P,; = 1 — e% is the probability that node ¢ is not

isolated. The expectation of E[P; 1] and variance Var[P; ;] are not difficult to calculate.
They are:
E[Py] =1— e #t27", (3.21)

Var[Pii] = (¢ — 1)(E[Pi1])%. (3.22)

For k > 1, the distribution of F;; does not have a closed-form expression. If n is big

enough, the probability of network being k — connected is approximated as follows:

n
Pe=]] Pir- (3.23)
i=1
Since parameter ¢ is a random variable, Py is a random variable as well. Let P, =
min{ Py y, Pag, -, Py}, because 0 < Pjj, <1 so

Therefore the obstruction of connection probability of entire network is the node

which has the minimal communication range.

3.3.3 Numerical simulations

Due to the complexity of the model, there are no analytical results, so this
thesis conducts the computer simulation to evaluate the network when the node
communication range is heterogeneous.

The theorem 3.2.4 from Section 3.2 is used to guide the choice of the mean for
the normal distribution to generate random communication ranges. When b = 5, the
probability of the network being connected is at least 99.33%, which is high. So, logn +
b = logn + 5 as average u of communication range; for instance, if n = 500, then
u = 11.2. Of course, it can choose other u, either higher or lower, but the connection
probability of the network would be extremely high or low, which would not provide

us much valuable information. Besides, in the following simulation, various variances
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Figure 3.5: Cumulative distribution function (CDF) of P, when o = 1, 2, 3, n = 500, and k
= 1.

will be configured to add the diversity of the communication ranges. The following

probabilistic problems are investigated:

(1) cumulative distribution function (CDF) of P, with various o and k. The CDF
of Py is calculated after 500 runs, as shown in Figure 3.5 and Figure 3.6;

(2) given p and o, what is the probability of network being k — connected as the
number of nodes deployed grows. This is done by computing average of P, j after 500
runs for a given number of nodes, as illustrated in Figure 3.7 and Figure 3.8;

(3) How to choose the parameters in order to get the required connection probability.
This will be discussed in Section 3.3.4.

In Figure 3.6 0 = 3 and k = 2 (black line), the probability of network being
connected is almost sure less than 40%; whereas, the probability of network being
connected is almost sure more than 40% when o = 2 and k¥ = 2 (blue line). This
implies that higher variance in the communication range, which naturally leads to the
lowest communication range is more likely, results in lower possibility that the network
being connected.

Moreover, Figure 3.7 illustrates the connection probability as N nodes deployed in
network when ¢ = 2 and k = 1, 2, 3, 4. Figure 3.8 shows the changes when o = 1,
2, 3 and k = 1. Both figures show that the average of Py is the decreasing function
of k, N and o. The network connection probability as network size growing becomes
predictable. For instance, Figure 3.8 shows the network average connection probability
for o = 3 is about 73% when the network has 250 nodes, but the probability falls to 55%
if the network size is doubled. Figure 3.7 shows how resilience performance decreases
when network size grows or the probability decreases if higher resilience performance is
required. For example, for networks have 200 nodes, the probability that this network
can tolerate 1, 2, 3 (because k = 2, 3, 4) nodes failure are about 83%, 50%, 10%,

respectively.
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Figure 3.6: Cumulative distribution function (CDF) of P, when o = 1, 2, 8 and n = 500, k
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Figure 3.9: Required o for 90% connection probability when p = 10.

3.3.4 Choose distribution parameter

Sometimes, it is more interesting to study what are the distribution parameters can
maintain the given Pj. For instance, the network simulator (e.g. NS2) wants to choose
appropriate parameters to simulate real networks. It is desirable to keep most of nodes
in a network being connected, meanwhile remains the nodes reasonably heterogeneous.

Based on the equation (3.6), the function (3.20) is a monotonically increasing

function w.r.t. ¢; € [0, +00), and its inverse function is written as:

tix =g, (Dik)- (3.25)

Let p(?,c) be a instance of p; j, thus t@k) =g, l(pl(ok) ). The probability p; , being greater

(0)

than p, ;' is given by:

+oo
/ o Jr(dt, (3.26)
t

where fr(t) is the probability density function of ¢. If the probability of a network
required to keep network k — connected is at least Py, the corresponding probability for
each node is at least: )

Pmin > Py (3.27)

With formula (3.25)-(3.27), the required density function parameter of communication

range for given Py can be calculated.

In the following, the usage of the theory with an example is explained. Assume that
one wants to design a network to be well connected. For instance, there are 500 nodes
are deployed in v/500 - v/500 m?2, and the communication area ¢ follows the distribution
t ~ N(u,0?) with mean p = 10m, but the standard deviation o is unknown. Besides,
it is expected that the desired probability of the whole network being k — connected
is at least 90%. Now, one wants to know the standard deviation of this distribution.
For k = 1, according to (3.25) and (3.27), corresponding minimal range is tg’ol) = 8.46.
In order to make the probability of ¢;; greater than tgjl) is high, e.g. at least 95%,
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according to (3.26) t;1 = p — 1.650. Therefore corresponding standard deviation o
should be no more than 0.93. This is useful in the case that one uses network simulator
to choose appropriate parameters to design high probability connected networks. Figure
3.9 shows the required ¢ in order to make the network connection probability at least

90% when the number of nodes are different.

3.4 Summary

This chapter investigates the probability of all nodes being k — connected in a randomly
and uniformly deployed network, and all results have been published in [66]. The thesis
considers two distinct circumstances: the communication range of each node is the
same, or not. In the former case, the asymptotical results are obtained; in the latter
case, the process is modeled as a Cox process, and evaluated by computer simulation.

The results in this chapter can be applied to the situation where network designers
want to know how to design a resilient network that can tolerate k — 1 nodes failure;
or, given a network, what is the probability that a network can be k — connected.
However, the results in this chapter rely on the assumptions that the nodes are uniformly
deployed, and the number of nodes has to be big enough (theoretically, goes to infinity).
Nevertheless, this chapter gives insights into the network fault-tolerant capability in a
broad sense.

This chapter lays the theoretical foundations for the rest of the thesis. The remaining
works are to develop some techniques that can control the ND, in turn control network

connectivity and improve fault-tolerance capability of a network.
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Chapter 4

Maintain the IoT Resilience Using
Fuzzy-logic Control

The previous chapter analyzed the network connection probability in the condition
that all nodes are randomly and uniformly deployed. The results reveal the relevance
between the network connectivity probability and the communication range of nodes.
This chapter leverages the fuzzy-logic approach to control the communication range
(or, transmission power), in turn control the node degree, which leads to the network
connected with high probability. On the other hand, the connected network is able to
tolerate certain amount of node failures, according to the theory in the previous chapter.

There are mainly two approaches to design the fuzzy-logic controller, learning-based
or heuristics. Each has its benefits and drawbacks. This thesis shows both approaches
separately in Section 4.2 and Section 4.3. The simulation results and analysis will be
presented in details in Section 4.5 and Section 4.6. An approach that can optimize the

control system parameters will be presented in next chapter, in Section 5.2.

4.1 Fuzzy-logic control theory

Fuzzy control, or fuzzy-logic control, was first introduced by [159], and has inspired many
applications, in particular when the control system are very complex and dynamic. In
the past decades, fuzzy control is one of the most active areas of research. Fuzzy logic is
much closer inspirit to human thinking than other traditional logic control system [82].
The inputs and outputs of traditional control system are either crisp (e.g. numerical

value 3, 45, 23.5, etc.), or binary (e.g. 0 or 1, true or false). In contrast, the inputs

51



Chapter 4. Maintain the IoT Resilience Using Fuzzy-logic Control

[f-then
rules

mnputs : outputs
p .| inference | | p

— > fuzzification . defuzzification
] engine | ¥

Figure 4.1: Fuzzy-logic control system.

Fuzzy-Logic

and outputs of fuzzy logic, basically, are more like human language to describe the
uncertainty of the real world. For instance, human being tends to use the words "high",
"low" or "a little high" to describe the water temperature, rather than exact value, like
90 degree or 40 degree. So, the fuzzy logic can be viewed as the bridge between the
precise mathematical control and human-like decision making [82].

The fuzzy control brings many benefits that traditional control does not have. First,
it is easier to model the uncertainty of control system when it is very complex, and
dynamic. It is very likely that there are not any precise mathematical models to describe
the system, where traditional control approach may fail. Second, it is feasible to convert
the expertise knowledge of domain to a control system quickly. The domain expertise
may be not able to design a control system, but they are able to describe the behaviors
of the system by using their own language. Hence, their knowledge can be translated to
a control system by using the fuzzy control. In a large distributed IoT, the network is
extremely complex and time-varying. Therefore, the fuzzy-logic control is a very good
technique to solve some problems in IoT.

Figure 4.1 shows a typical fuzzy-logic control system. "fuzzification" transforms a
crisp input variable (e.g. node degree in this case) into a linguistic variable, e.g. High,
Medium, Low; "inference engine" maps the linguistic inputs onto linguistic outputs
based on "if-then" rules; "defuzzification" converts the linguistic outputs of inference
engine to crisp variables. Both linguistic input and output are represented by the
membership functions. For complete fuzzy logic theory, one can refer to [76].

The key components of the fuzzy-logic are the inference engine (if-then rules) and
the membership function. Fortunately, there are some techniques can learn those if-then
rules and membership functions automatically. One of the most efficient ways is the
Neural Network (NN), which also is well developed in machine learning field. The back
prorogation (BP) algorithm is used to estimate the membership function. However, like
any other machine learning algorithms, the training data must be provided, which is not
always an easy task. On the other hand, the inference engine and membership function
can be constructed by domain experts. However, people usually end up with spending
a lot of time on tuning the parameters of the membership functions, and if-then rules.

This chapter considers both ways to design fuzzy-logic controller. In addition, another
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Figure 4.2: Learning-based Fuzzy-logic Topology Control system (LFTC).

way to ease the tedious works of tuning parameters is to combine other techniques with
fuzzy-logic, e.g. PID control. This chapter also involves this approach, and will further

discuss the parameters optimization in the control system.

4.2 Fuzzy-logic control based on learning algorithm
First of all, the notions that will be use in this chapter are introduced.

e ND: node degree or number of neighbors a node has.

® ND,cy or k: reference ND or desired ND. Sometimes, also use k to represent
ND,.y.

e ND,s: number of lost neighbor(s).

e eyp: node degree error eyp = ND — ND, ..
e CR: communication range.

e E: node residual energy.

e BS: base station.

Figure 4.2 shows the first system designed based on the learning algorithm, called
Learning-based Fuzzy-logic Control (LFTC).

Adjusting the communication range is a very common feature in many sensor nodes,
e.g., Sun SPOT sensors. It is worth noting that in many sensor platforms, the only
parameter allowed to change is the transmission power, rather than directly change
the communication range. In practice, the range in radio communication is generally

described by equation 4.1, called Friis equation:

GrGr)\?

Pr="Pr (4m)2dn

(4.1)

53



Chapter 4. Maintain the IoT Resilience Using Fuzzy-logic Control

where,

e Ppr: Power available from receiving antenna

Pr: Power supplied to the transmitting antenna

e Gpr: Gain in receiving antenna

Gr: Gain in transmitting antenna

e \: wavelength, where A = %, f=frequency, e.g. the standard IEEE 802.15.4
wireless communication operating on 2.4GHz, 915MHz,868 MHz

d: Distance

c: Speed of light in vacuum 299.972458 - 10%m /s

e n: Wireless environment, e.g. in free-space, n = 2; in building line of sight,
n € [1.6, 1.8]; in obstructed building n € [4, 6], etc.

The Friis equation can predict the signal degradation for a given transmission
distance and environment. More practical, the power transmission is discrete, rather
than continuous. For instance, the widely used wireless standard IEEE 802.15.4, defined
the transmission power can be changed from -31dBm to 31dBm, with total 63 levels.
Besides, the communication range is irregular, rather than a circle. It is already
discussed in more details in Section 2.2.2. However, there are various simple models
for the purpose of simulations, e.g. the one used in the Section 4.5 to describe the
transmission range and power consumption.

This chapter mainly targets on the computer simulation to evaluate the proposals
for a large and generic network, while Chapter 6 will study a more complex but a real
world scenario that will be applying a self-adaptive control system in Sun SPOT sensor
nodes. Due to the limited number of sensor nodes in the lab, the control system has to
be modified and not all proposals in this chapter will be evaluated, only the one which
requires the lowest computational resources will.

The output of LFTC is CR. Since the target is to reach a specific ND for LFTC, one
of the inputs is ND,.y or k. Again, note that ND,.; and k are use interchangeably,
because ND,.y is used in control systems and k often represents the node degree in
the graph theory. Chapter 3 concluded that k£ turns out to be a very important metric
that tells how well the network being connected, and how many nodes failure can be
tolerated before a network disconnected.

For a random and uniform deployment, the probability that the node degree is
at least bigger than k is given by equation (1.2) (also, see [19]). For the reason of

completeness of this section, it is re-wrote here as equation (4.2), where r is the node
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Figure 4.3: Alternative: Learning-based Fuzzy-logic Topology Control system (LETC).

communication range, n is the total number of nodes in the field, node density p = 7,
and A is the area of a deployment field.

k—1
pﬂ'?"

Vi N o (4.2)

P(ND > k) = —-1—

Therefore, the probability that a node has degree k is another fuzzy-logic controller
input, denoted by Prob. In practice, k is an integer and communication range has an
upper bound 7,4., so integer k > 0 and 0 < r < 7,42 The probabilistic results serve
as the prior knowledge to generate training data set, which will be discussed soon at
Section 4.2.1.

Furthermore, taking into consideration that the node failures at runtime, the fuzzy
inputs are ND,.¢ + N Dj,s and the probability Prob that a node has ND,.cr + N Dy,
as shown in Figure 4.3. By doing so, the network is adaptive to unexpected nodes
failures. Intuitively, when a node detects neighbor failures, it is supposed to raise the
expected number of neighbors, so that it has more opportunity to get a path to other
nodes. This is very useful in a large and distributed network, like the IoT. It is desirable
to design localized or distributed algorithms/protocols that can adapt to the network
change, which is the main goal of this work.

The rationale of using probability model here and in the training process are
the following: it might work very well if get rid of the probability model, because
the close-loop feedback can adjust the CR to approximate ND to ND,.r, but the
probability model here can be viewed as the prior knowledge that is useful to make the
control system act on the changes faster and more accurate. In fact, the probability
model is more suitable for large network, but it may not work well if the network is very
small, say, tens of nodes. The probability model is useful for the case that the network
is large, and it worth to investigate from the theoretical study perspective. But, for a
small network, the probability model may fail as there are not enough samples/nodes.

Considering this may happen in reality and to complete this research, another approach
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will be proposed in this work (see Figure 5.3), and will be evaluated by real sensor nodes.

For this new control system, there is no probability model.

4.2.1 LFTC learning data set

Provided a training data set from equation (4.2), the fuzzy controller can be obtained
through learning algorithms, such as neuro-adaptive learning algorithm. With the
help of the Matlab "adaptive neuro-fuzzy inference system" (ANFIS) tool, FTC
controller is not difficult to get. In ANFIS, user has to provide the basic shapes
of the membership function, e.g. Triangular, Trapezoidal, Guassian etc. Then, the
membership function parameters are automatically tuned through a BP algorithm
individually or in combination with the least square method. Once the data training is
completed, the fuzzy inference system is available by simply using the function "evalfis"
provided by Matlab. There are some other open source libraries to implement the BP
algorithm, though.

The machine learning algorithms, in general, can be used here as a predictor, with or
without fuzzy-logic. The reason here using the neural network is to learn the parameters
in the fuzzy-logic system automatically. Other advance machine learning algorithms
maybe work as well, such as logistic regression, linear regression, etc. In particular,
on-line machine learning algorithm can play an important rule in the self-adaptive
network, as it can learn and adjust the parameters at runtime. Depends on the
complexity of the on-line learning algorithms, they may or may not be able to help
improve the network performance. Applying machine learning algorithm to solve the
problem, however, is out of the scope of this work.

Here, this work concentrates on how to generate the training data set. As illustrated
in Figure 4.2 and equation (4.2), the inputs are N.D,..y and Prob, and the output is CR.
The training data has to be in the form that all training data group together with the last
column being the outputs. Given p, ND,c¢ € {k1, k2, -k} and CR € {ry,ro,--- ,7;},
Prob = f(ND,cs,CR) can be calculated from equation (4.2). The training data set T'

is a s X 3 matrix in the form of
[NDyey, Prob, CR]

where s = m - j. For instance, one item in the training data set could be [3, 0.9, 25|,
which can be interpreted as CR is set to 25m if the probability that ND,.; > 3 is 0.9.

Despite the equation (4.2) is the only one used to generate training data, as
the networks are assumed to be randomly and uniformly distributed. Other ND

distribution, however, in real network exist, such as non-Poisson equation (4.3) [59].

Py(ND > k) = fof k)zl_H(”_l) N _ n—1-N
2 Z 2(7, ) N )P (1 =p(r) : (4.3)
N=0
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4.2.2 LFTC algorithm complexity

The key component of the training algorithm is neural network, of which algorithm
complexity depends on the size of training data set, but the upper bound of the
algorithm (both space and time) complexity is unknown, because it depends on the
structure of the neural network chosen. It is unrealistic to implement the training
process in the resource limited devices, e.g. sensor nodes. However, it only has to
perform the training process once for a specific deployment, so in practice the fuzzy-logic
can be obtained from a powerful machine and import the fuzzy-logic inference system
to resource limited nodes later. Taking the Matlab simulation tool as an example, it
is able to training and validating the fuzzy-logic inference engine, and then generate a
complete fuzzy-logic engine as a whole to run it on a node. The training process is like
a black-box for users.

The de-facto JAVA fuzzy-logic implementation, "jFuzzyLogic", is still too heavy
for most sensor nodes in current market. An alternative is to run it in more powerful
devices, and only distribute the outputs of fuzzy-logic controller to sensor nodes. But
it somehow breaks the network structure if the network intends to be completely
distributed, because it has to be centralized structure to do this. In a small network,
centralized approach will work, hence the fuzzy-logic controller can run in powerful

nodes, e.g. cluster-head or base station.

4.2.3 Controller parameters

The network is stochastic, so the ND must be uncertain as well. The fuzzy-logic
controller merely provides the quantities of CR that is very likely to have the desired
ND, but it can not 100% guarantee that it will obtain the desired ND = ND,y.
Therefore, some conventional approaches are needed to further fine-tune the network.
For instance, if CR = 25m can not lead to actual ND = ND,., then next step is to
adjust Prob to a higher value according to the node degree error exp. As shown in
Figure 4.2, there is an integral controller outside the fuzzy control to adaptively change
Prob. From the control theory point of view, the system properties (e.g., steady state)
are controlled by parameter Probg and K. If eyp is less than 0, K is configured to be
half of its initial value. As a result, C'R tends to increase faster than decrease.

Unlike other ways to analyze the parameters in the control system, due to the
complexity of the system, the explicit transform functions are unknown. Instead,
this work applies the numerical approach to evaluate the performance of the control
system. In general, the parameters in the control system can guarantee that the whole
system converges, but for individual node in a network, it may not necessarily converge.
Next section will give more details. This also brings another important issue: the
synchronization problem. Nevertheless, the intuition is that the close-loop control is

able to make the node degree to be the desired one, meanwhile the whole network also
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achieves the desired node degree. More importantly, if the time interval that updates
CR to be long enough can be controlled, then the whole network is approximately
synchronized. So, this work did not consider the synchronization problem. Rather,
each node changes its CR at the same time in the simulations, and updates its CR in
a asynchronous manner when it comes to real implementation.

In Section 4.5, the impact of Probg and K will be further discussed by simulation.

4.2.4 LFTC protocol

According to the design of LFTC in this section, corresponding LFTC protocol is
presented. Each node broadcasts the HELLO message at the maximum communication
range Tmaz, in order to collect neighbors’ information. The communication range is
modified accordingly based on the fuzzy-logic controller.

On the one hand, it is only considered the undirected links (that is, there is a link
between two nodes if and only if they are both in each other’s communication range),
because in practice many routing protocols assume that the link between two nodes
are undirected by default. On the other hand, LFTC is a localized control algorithm
running at each node independently. As a result, the node degree changes over time. For
instance, node u is the neighbor of v at this round of communication range updating,
but it is likely that in next round w is not the neighbor of v due to the communication
range of u and/or v being altered. Section 4.5 will show that the system goes to steady
state by appropriately defining the value of "rounds" in the LF'TC protocol. Next, the
LFTC protocol is presented:

Algorithm 4.2.1. LFTC protocol (for a generic node i)

Require:

Training data set, T' = [k, Prob, CR];
Maximum communication range, rmaz;
Reference node degree, ND,.y;

Initial Probability, Proby;

Initial K, Ky;

Number of rounds, rounds;

Ensure:
7: Obtain the fuzzy-logic control system by ANFIS, ANFIS(T);
8: CR; < rmagz;
9: Prob < Proby;
10: while rounds > 0 do
11:  Broadcast HELLO message with current CR;;
12:  For messages received from other nodes, store the ID of its neighbors;
13:  Calculate the number of neighbors N D in the neighbor list;
14:  Calculate eyp = ND — ND,.y;
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15:  if eyp < 0 then

16: K = Ky;
17:  else

K
18: K= 70;
19:  end if

20: Prob< Prob— K -enp;

21:  CR; < evalfis(NDycs, Prob); %The output CR; can be calculated by CR; =
eval fis(k, Prob)

22:  rounds < rounds — 1

23: end while

4.3 Fuzzy-logic control based on if-then rules

Unlike the controller in Section 4.2, the alternative is to create the controller based on

rules.
¢ Rules-based Fuzzy-logic Topology Control System Design

In this section, another fuzzy logic controller is proposed. It is called Rules-based
Fuzzy-logic Topology Control (RFTC) because of the need to design the if-then rules.
Unlike LFTC, RFTC is depicted in Figure 4.4(a). Here, the fuzzy controller of RFTC
is not automatically generated from the training data set, and the fuzzy rules and
membership functions are generated by the heuristic approaches or experiences instead.
The input parameters are different as well. The input variable probability Prob is
replaced by residual energy F, and enyp becomes input. The output is the CR
incremental, ACR. CRy is the initial value of a sensor node, which is random for

each node. This thesis leverages "Mamdani" type fuzzy inference system.
o Membership Functions and If-then Rules

For each input and output, there are three fuzzy sets: High, Medium, and Low.
Their membership functions are shown in Figure 4.4(b), 4.4(c), 4.4(d). Intuitively, if
enp is High and E is High, ACR should be Low; if exp is Low, no matter what E is,
ACR should be High, because maintaining the network connectivity is the top priority.
The details of if-then rules are shown in Table 4.1.

The design of membership functions and if-then rules is rather heuristic. The change
of membership functions and if-then rules has significant impact on the performance.
It is necessary to tune the membership shapes and positions, and change the rules
according to different network deployment strategies and network models.

By defining if-then rules and membership functions, a complete fuzzy-logic is
finished. The design of the fuzzy-logic likes this is usually not a difficult task, while the
parameter tuning is. As mentioned in Section 4.1, fuzzy-logic is like a bridge between

domain experts and engineers/programmers. It is quick to start the design and get the
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Figure 4.4: Rules-based Fuzzy-logic Topology Control (RFTC).

Table 4.1: Fuzzy-Logic If-Then Rules.

£ High Medium Low
END
High Low Medium | Medium
Medium Medium | Medium Low
Low High High High

prototype running. The rest of the time will spend on the parameter tuning.

4.4 Matlab-based simulation tool

There are lots of tools (e.g. NS2, NS3, OPNET, OMNET}+, Matlab, etc. [137]) to
simulate various kinds of networks, such as Ethernet, WiMax, 3G, 4G, WiFi, ZigBee,
etc. The choice of simulator is depended on the preference of researchers and specific
problems that are going to study. There is no such a tool that is good for all networks
and problems.

Among those tools, Matlab [100] is an excellent and popular one in the research
community. This research intended to investigate the control algorithms (in particular,
the fuzzy logic control), and parameter optimization of controllers. On the one hand,
Matlab provides the mature model and tool for developing and validating fuzzy logic

controller. On the other hand, a complete network implementation might too heavy for
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Figure 4.5: Simplified node model in Matlab-based simulator.

the optimization because of its iterative nature, e.g. maybe need thousands of iterations.
If only the necessary models are implemented, a lightweight simulator is needed in order
to run much faster. Matlab, therefore, becomes the first choice of this thesis.

Matlab, however, to some extend is not the best simulator for wireless sensor network
simulation due to the lack of complete layered network stacks that compliant with
various wireless standards. Part of this work is to develop a dedicated network simulator
based on Matlab environment, which directly models the wireless network features
that important to the problems of this thesis, and ignore irrelevant functionalities.
In fact, since the focus of this work is the network connectivity and power related
problems, the most important functionalities are finally implemented in the progress of
developing this thesis: node location management model, power transmission model,
routing algorithm, decision-making logic; besides, the network visualization model and
the outcome analysis/display models are developed to better present the results. Figure
4.5 illustrates the main function blocks that are implemented in the simulator. The
decision-making logic is the place where the controllers are realized.

In this chapter, and the following chapters of this thesis whenever needs a simulator,

the analysis is based on this Matlab-based simulator.

4.5 System validation

The controllers proposed are validated by using the Matlab-based simulator. This

section will first try to solve the problem of choosing control parameters, then present
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Figure 4.7: Average node degree with different Proby (K = 0.02, n = 60, k = 3).

the network models that used in the simulations. Comparisons are made with other
algorithms to show the fault-tolerant improvement of the proposals. Therefore, Section
4.5.2 will briefly introduce these algorithms. For more details, readers can consult the

provided references.

4.5.1 Control system analysis

As mentioned in Section 4.2, FTC is affected by two parameters (Proby and K) outside
the fuzzy-logic controller. The simulator provides average node degree calculated by the
sum of node degree for all nodes divided by the number of nodes in the network. Figure
4.6 shows the impact of K on network settling time, accuracy and stability. Firstly, the
average node degree quickly converges to its steady state value (after about 10 rounds).
Secondly, the average node degree converges to the reference node degree k = 3. A
lower K results in a more stable system, but longer convergence time. For instance,
K = 0.02 is more stable than K = 0.1, but K = 0.02 takes longer time to reach steady
state. Thirdly, the system is stable, but the system demonstrates heavier oscillation
behavior when K is bigger.

Figure 4.7 illustrates different features at the first several rounds. If Probg is
higher at the beginning, the nodes are more likely to be connected than Probg is

lower. Nevertheless, the average node degree goes to stable state after 10 rounds as
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well. As a result, Proby has an impact on the initial status of network. In short,
the simulation results illustrate that K has an important influence on network settling
time, accuracy and stability. In the following simulations, K = 0.02, Proby = 0.8 and

rounds = 15 are selected to configure the parameters described in FTC protocol.

4.5.2 Representative algorithms

There are many topology control algorithms/protocols proposed in the literature. Some
of the state-of-the-art topology control algorithms are: Local Tree-based Reliable
Topology (LTRT) [102], Local Minimum Spanning Tree (LMST) [89] and Fault-tolerant
Local Spanning Subgraph (FLSS) [88|, which are similar to each other as they are
based on the spanning tree algorithm. This thesis chooses LTRT as the representative
algorithm in this category. On the other hand, the List-based topology control [35] is
selected to represent the algorithm that does not rely on constructing the spanning tree
but utilizes the neighbors’ information. In addition, this work also compares them with
the one without any control approaches or algorithms, which means that the CR is not

changed during the simulation. It is called NONE algorithm in this thesis.
o NONE

Once all sensor nodes are deployed in the field, each node configures its
communication range to the maximum communication range, and the communication
range does not change during the simulation. NONE generates the most connected
network, thus gives the upper bound of network connectivity. NONE algorithm is used

to simulate the case that there is no topology control applied to the IoT.
o LTRT: Local Tree-based Reliable Topology [102]

Local Tree-based Reliable Topology (LTRT) is a localized algorithm. Basically, it
is a variant of spanning tree algorithm. When conducting spanning tree algorithm
k times, the resultant network is a k-edge-connected if the original network is at least
k-edge-connected network. More specifically, it repeatedly processes the network k times
as follows: given a s-edge-connected network G(V, E), where V is the set of nodes, E
is the set of links, and s > k. First one of its spanning tree T'(V, E‘l) is calculated by a
localized algorithm, then all links in E) from E are removed and the resulting network
is denoted as G(V, E — El). Next time, the same process is performed on G(V, E — El).
Repeating this process k times, the resultant network will be G(V, E—FEy—Fy—-- -—Ek).
The final k-edge-connectivity network is formed by combining all trees together, that is
G(V, El + E’z 4.+ Ek) The final CR of each node is selected from the maximum CR
that connects to its neighbors in G(V, Ev+Es+- + Ek)

The LTRT requires that the original network is at least a k-edge-connected network,
and it requires the location information of its neighbors. LTRT needs that each node

runs at its maximum CR before starts running the algorithm. LTRT has been compared
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with Cone-Based distributed Topology Control CBTC(«) [87] and Fault-tolerant Local
Spanning Subgraph (FLSSy) [88]. FLSSy is a near optimal algorithm with high
complexity. The simulation results of LTRT show that LTRT achieves comparable

performance as that of F LSSk, but at a much lower cost.
o List-based Topology Control [35]

List-based topology control is a cooperative algorithm. It is called list-based because
the change of CR relies on the list of its neighbors. Each node does not change its CR
(increases or decreases) until its neighbors requires its CR to be changed. In other
words, each node is able to ask for its neighbors to change their CR when it needs them
to do so. If a node has more neighbors than it needs, it will request the closer neighbors
to change their CR, and other neighbors will remain their CR. For instance, if node u
wants its ND to be 4, it broadcasts a request message. All nodes within its CR will
receive the request, and they change their CR to reach node w. If there are more than 4
nodes that can reach u, only 4 nodes closer to u finally increase their CR, other nodes
will not modify their CR.

o Fault-tolerant Local Spanning Subgraph (FLSS) [88|

Each node runs at their maximum communication range to collect neighbors’
information, e.g. IDs, locations. Based on this information, each node first sorts all
edges in an ascending order, and then only selects edges according to the order if it
is not k — connected to it. Maybe some edges are directed, but it is optional to only
consider bi-directional edges by deleting directed edges, or turning directed edges into

bi-directional edges.
o k-Neighbor algorithm |22]

Each node first runs at its maximum communication range as well, in order to
collect neighbor IDs and location information. Its final communication range is set
to the distance between itself and its k& — th nearest neighbor. One of the important
features of k-Neighbor is that the algorithm is asynchronous. Each node starts running
its topology algorithm at a random time. However, the difference between nodes wake
up is bounded by a known constant A. By the time 4A + 2d + 7, all nodes terminate
setting the communication range, where d is the time to obtain a specific contention
free wireless with probability P, and 7 is the upper bound of processing time for sorting
neighbors. In the circumstances that the number of neighbors is less than k, k-Neighbor
algorithm modifies its communication range to the distance to the farthest neighbor.

The List-based topology control is a localized algorithm, but it needs the location
information of its neighbors as well, because the length of CR needed is calculated

according to their location information.
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4.5.3 Network model and configurations

Before starting the simulation, the network model and configurations are introduced.

e Training data set can be obtained according to different network models. The
disk model is employed, which means that CR is modeled as a disk with radius r.
A link exists between two distinct nodes only when they are both in each other’s
CR, thus all links are undirected. All nodes are randomly and uniformly deployed
in a 100 x 100m? field, therefore only equation (4.2), rather than equation (4.3),

is used in the fuzzy-logic leaning process.
e All nodes in the field are stationary after the deployment.

e Each node is capable of adjusting its CR between [10,30|m. In addition, the initial
CR of each node is a random value chosen from [10, 30jm in order to simulate

heterogeneous IoT in terms of CR.

e There is a special node in the network called base station (BS) located at the
center of the field.

e Each node transmits sensor data to BS periodically. Each node updates its CR
according to different control approaches or algorithms after transmitting 800000
bits packets. It is called one "round" simulation. Note that 800000 bits packets
are not necessary to be transmitted at one time. They can be fragmented into

many small packets.

e The routing algorithm is the shortest distance to BS. The simulation is terminated

when BS no longer receives packets.

e The energy dissipation model is the same as [11|. Equation (4.4) and (4.5)
represent power consumed when a node transmits/receives a L bits packet to/from
another node at distance d. Constant E¢je. = 50 nJ/bit and €gmp = 100 pJ /bit/ m?
are related to the circuit and antenna design of sensor nodes. Each node is charged
with 1J energy at the beginning of simulation. Nodes stop sending or receiving

packets when there is no battery left.

Eip = L X Eujee + L X €qmp X d°. (4.4)

Erey = L X Egjee. (4.5)

e Apart from running out of battery, in order to simulate random attacks or damage
by malicious people or nodes, a configurable parameter called failure probability is
introduced in the simulation. Each node experiences identical failure probability

at each round.
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4.6 Simulation results and analysis

This section presents the simulated results and analyzes the outcomes. Moreover, this
section evaluates how the ND will be controlled by the two controllers, and whether
the control goal is attained in the absence and in the presence of random failures. The

energy-related problems also are discussed.

4.6.1 Resultant topology

LFTC is compared with other algorithms. Figure 4.8 shows an instance of the topology
after running different topology algorithms on the same network when £ = 3 and n = 65.
Figure 4.8a indicates that the network is very well connected, because each node runs
at the maximum communication range, but it also causes severe signal inferences in
the network, as well as too much energy consumption. LTRT in Figure 4.8d shows the
second most connected network. FLSS in Figure 4.8c, k-Neighbor in Figure 4.8b and
FTC in Figure 4.8e are quite similar. They preserve network connectivity with much
lower amount of links between nodes, which means that much less signal inferences
are introduced. Figure 4.8 implies that FLSS, k-Neighbor and FTC demonstrate the
improvement in terms of the tradeoff between network connectivity and link quality.
FLSS may produce directional links. The undirected links are plotted, so the resulting
network running FLSS shown in Figure 4.8c is not a 3 — connected network, the original

network shown in Figure 4.8a is at least a 3 — connected network though.

4.6.2 Average node degree

Simulations are divided into two parts. In the first part, it is only considered the effect
of the topology control approaches or algorithms on the initial network topology. In
other words, it is only observed that the topology changes after all nodes are deployed
without any data transmission in the network. Therefore, some configurations in Section
4.5.3 are not applicable to this simulation part, such as the energy dissipation model,
the routing algorithm, and the failure model. The second part simulates the networks
with packets being sent at each node. The main differences between two parts are: in
the second simulation part, the energy of each node will be decreasing and some of
the nodes may run out of battery during the simulations. Particularly, the relay nodes
deplete energy faster. As a result, the links between nodes are dynamic. Because E is
one of the inputs for RF'TC, the energy status has an impact on the controller output.
Besides, the failure probability also influences the connections among nodes. Therefore,
the second part simulation is a more dynamic scenario.

For each part, the deployment area is fixed but the number of nodes deployed varies
from 30 to 75 nodes to change the node density. Since the deployment is random, 50

different networks are generated for every algorithm with the same configurations (e.g.
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Figure 4.8: Example of resultant topology (n = 65, k = 3). (a) NONE; (b) k-Neighbor;
(c) FLSS; (d) LTRT; (e) FTC.
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same number of nodes and failure probability). Obtained results are the average of 50

networks.

4.6.3 Topology control on initial network

Figures 4.9(a), 4.9(b), and 4.9(c) show the average node degree, which is calculated by
the sum of the node degree of all nodes divided by the number of nodes in a network. As
mentioned in Section 4.5.3, the link between two nodes is undirected. A node connected
by a directed link is not counted as a neighbor. It is observed that two approaches
proposed, LEFTC and RFTC, are able to trace the reference k = 2, 3,4 as the number
of nodes deployed in the field increases. But Figure 4.9(d) shows that the network is
unable to trace k = 5 when the node number is less than 60. Because the maximum
CR is limited, it is less likely that each node has node degree at least 5 if the network
density is not high enough. On the contrary, other algorithms are unable to trace the
desired k. LTRT has the highest ND, because it is the most aggressive algorithm, which
needs each node runs at maximum CR before starts running LTRT. Higher average ND
is good for the network connectivity, but also introduces higher signal inferences.

It is worth noting that LFTC and RFTC are very close to each other in
Figures 4.9(a), 4.9(b), and 4.9(c), but in Figure 4.9(d) LFTC demonstrates improved
performance at tracing the desired k£ than RFTC when the nodes deployed are less
than 60. LFTC manifests improved adaptivity than RF'TC in response to the network
dynamics. As mentioned in Section 4.3, RFTC has to tune the control parameters to
adapt the network dynamics, but the control parameters are the same for RFTC in the
simulations.

As shown in equation (4.4), energy consumption is propositional to the squared
distance between a transmitter and a receiver. Similar to the way to evaluate LTRT
[102], this work uses average CR (C'Ryyg), average maximum CR (CRy,q, ), and Energy
Expended Ratio (EER) (defined as EER = 100 x %%) to evaluate network
energy consumption. Figures 4.10, 4.11, and 4.12 illustrate the average CR and average
maximum CR, and its EER when k = 3, respectively. The C R4,y of LFTC, RFTC, and
LTRT decreases as the number of nodes increases, but the network running List-base
algorithm and NONE, the C'R,,4 does not change to a great extent. They are expected
results because:

(1) for LFTC, RFTC, and LTRT, if there are more nodes deployed, it indicates
that the node density becomes higher. Therefore, the lower CR can obtain desired k
neighbors. In other words, energy consumption is higher when the network is sparse,
while energy consumption is lower when the network is dense.

(2) for the algorithm NONE, because the CR does not change and the initial CR
randomly choose from [10,30]m, therefore its C'R,yq is always about 20m.

(3) for the List-base algorithm, a node can ask for other nodes, which are not its

neighbors but within its CR, to increase their CR, but the maximum CR between any
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Figure 4.9: Average Node Degree with Different k.

two nodes is limited by maximum CR between them. For instance, nodes v and v
have communication ranges of 15m and 20m, respectively. The node v may need u to
increase CR to reach v, however the maximum between v and v is impossible bigger
than maximum between them, that is 20m. In other words, the node CR can increase
but the incremental is limited.

As far as the average energy is concerned, this thesis concludes that the energy
consumption of LFTC and RFTC are always lower than LTRT regardless of the node
density, and LFTC and RFTC outperform List-based and NONE after the number of
nodes higher than 40. LFTC improved performance little bit than RFTC. As far as the
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Figure 4.10: Average Communication Range (k = 3).
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most power consumption node is taken into account, as shown in Figure 4.11, LFTC
has the lowest maximum CR. It indicates that the most power consuming node running
LFTC in a network has the lowest power consumption than running other algorithms.
EER in Figure 4.12 shows the same trend as Figure 4.10. It is expected that EER is
low. RFTC maintains lowest EER than other algorithms. LFTC is higher than RFTC
due to the maximums being lower than RFTC, as shown in Figure 4.11.

In short, the simulations performed in this section only focus on the network
connectivity and corresponding energy consumption. The simulation results imply that
two proposals (LFTC and RFTC) are able to maintain the desired node degree, which
show the effectiveness of the feedback control loops, while the resulting node degree are
higher than expected when using other conventional methods. On the other hand, from
the energy consumption point of view, the proposals manifest lower energy consumption

on the resulting networks than other algorithms.

4.6.4 Topology control on network with random failures

This section evaluates the network performance when the nodes send and receive
sensor data periodically. Moreover, this work considers not only nodes running out
of battery, but also nodes that are damaged on purpose. The node damage is modeled

by introducing random failures at each round. In the simulation, there are 60 nodes
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Figure 4.13: Average Node Degree for Different Failure Probabilities (k = 3, n = 60).

deployed in the field. Since each node leaves the network randomly at each round,
NDgyq is calculated in a different way. For any node 4 in the network, let ND at round
j is denoted as N D(i,7), and round(i) be the number of rounds before node 7 runs out
of battery or is attacked. Average ND of node 4, denoted as N Dqyy4(), is calculated by
the sum of ND at each round divided by the number of rounds for node i, as shown
in equation (4.6). The NDg,4 of a specific network is the average of NDgy4(i) for all

nodes, as shown in equation (4.7), where n is the total number of nodes deployed.

Zround(i) ND (i, ])

N Dy (i) = jzt"oun a0 (4.6)
NDgyy = Lizy NV Daug (8) (4.7)

n

Figure 4.13 shows the N Dg,, with failure probabilities 0%, 4%, 8%, and 12%. First
of all, NDg,, decreases for all algorithms, because the failure probability increases.
Second, NDgyy of LFTC and RFTC decreases slower than others (especially when
failure probabilities are 4% and 8%), implying that the proposed approaches are able to
effectively resist N Dgyg (or, network connectivity) decreasing as the failure probability
increases. RFTC outperforms LFTC, but both worse than LTRT. Third, NDg,, of
List-base and NONE are very close, while LTRT still has the highest ND,.

In this section, the simulations are performed on the more realistic scenarios, where
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nodes transmitting, receiving, and routing packets, meanwhile considering that nodes
are experiencing running out of battery and malicious attacks. The results indicate that
the control approaches presented are still valid. The performance degradation is slower

than other algorithms in the case that random failures occur.

4.7 Summary

In order to improve the network connectivity in the presence of node failures, this
chapter proposed two localized and energy-efficient approaches, called LFTC and
RFTC, based on the fuzzy-logic. As for LFTC, the fuzzy-logic controller is obtained
through the training data set, while the fuzzy controller is based on the heuristic
if-then rules and membership functions for RFTC. However, both approaches can
achieve almost the same goals. LF'TC and RFTC both have strengths and weaknesses.
The main benefit of LFTC is that it relies on a mathematical model, so there is
no need to adjust fuzzy controller parameters, but the mathematical model may be
not available or accurate enough for realistic sensor nodes deployment. In contrast,
the control parameters of RFTC do not depend on the mathematical model, but the
parameters have to be tuned according to a specific node deployment to achieve the
best performance. It could be not an easy task, or even not feasible.

Compared LFTC and RFTC with other three algorithms NONE, LTRT, and
List-based by simulations, two proposals of this thesis can achieve desired node degree
and save more energy. Furthermore, in the case that random node failures exist, such
as nodes running out of battery or suffer intentional attacks, LEFTC and RFTC show
their capability to resist node failures by adaptively adjusting the communication range.
Additionally, the simulations employ the disk model which is an ideal wireless channel.
Nonetheless, the approaches of this work can be extended to more realistic models as
long as the node degree is known, e.g. binomial distribution [59]. The difference is the
way to obtain a training data set.

Considering that the control system created upon a probability model requires large
scale deployment, so it is evaluated by computer simulation. These results have been
published in [65][64]. What has implemented in real sensor nodes, however, is another

control system with two-loop which will be explored in Chapter 5.
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Chapter 5

A Lightweight Self-adaptive Control

System Design and Optimization

The controllers discussed in Chapter 4 have their advantages that can deal with large
scale probabilistic network, and they are distributed. This chapter starts with a new
proposal with a control system that consists of two loops. It still uses the fuzzy logic as
its core reasoner. Based upon the two-loop controller, a lightweight but more applicable
controller is proposed, which will be eventually implemented in a real application (see
Chapter 6). Furthermore, another important research which will be involved in this
chapter is that this thesis applies different kinds of optimization algorithms to optimize

the controller in order to further improve the overall performance.

5.1 Two-loop controller

An alternative to face the network connectivity and energy consumption issue is
to design a control system based on single feedback loops for self-adaptation of
communication range against dynamic changes in the links with the neighboring nodes.
A basic feedback control loop should contain a function of decision-making (FDM)
which provides a variation factor of the communication range (Acr) as output and the
node degree error (eyp) as input (i.e. the difference between the desired value NDpg
and the real one ND).

Additionally, another single feedback loop can be added to perform the task of
modifying the desired value for the node degree according to the battery level (F). The

aim of this action is to reduce the device power consumption when the battery is under
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Figure 5.1: Reconfiguration loops for a self-adaptive communication range.

a certain energy critical level (F,.). A reduction of the node degree means to reduce
the device communication range by reducing the signal transmission power. Hence,
this represents a reduction of the energy consumption and an increment in the battery
lifetime. The controller (FDM hereinafter) of this loop receives the difference between
a battery critical level (E,.) value and the actual battery level (E) as input.

Figure 5.1 illustrates both reconfiguration closed loops with two FDM strategies, a
"primary" loop for the calculation of Acr (FDM1) and "secondary" loop to determine
the desired or reference value of the node degree (FDM2).

Within the primary reconfiguration loop, the communication range can be

updated at certain time instant k as follow:

enp(k) = NDgr(k) — ND(k). (5.1)
e1(k) = knpenp(k), Acr(k) = keAui(k). (5.2)
Auy (k) = fpm (el(k))- (5.3)
CR*(k) = cr(k) + CRy. (5.4)
cr(k) =cr(k — 1) + Acr(k).
CRmm, CR*(k‘) < CRmm
CR(k) = q CR*(k),  CRpn < CR*(k) < CRun (5.5)
CRazs CR*(k) > CRpin

At the above equations, C Ry is the initial value of the communication range and
fpam represents the FDM1 function. The function input e; is the normalized node
degree error and the output Awy is the normalized communication range variation factor.

Also, the value of CR is saturated between its minimum value CR,,;, and maximum
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value CRyq:- knp and kg are normalization or scale factors for the input and the

output respectively. Both factors can be calculated as:

kxnp = 1/ND, ke = Acr, (5.6)

where N D represents the nominal or desired value of the node degree when the battery
has a critical energy level (E..). Factor Acr is the communication range variation rate.
The secondary loop tunes the desired value for the node degree according to the

battery level and can be formalized as follow:

ep(k) = B — E(k). (5.7)

ea(k) = kpep(k), And(k) = kangAus(k). (5.8)
Aus(k) = foua(ea(k)). (5.9)

NDg(k) = ND + And(k). (5.10)

where ep is the difference between the battery critical level and the actual level and
And is the node degree variation factor. Besides, fpaso represents the FDM2 function
where its input e, is the normalized or scaled value of eg and output Aus is the scaled
node degree variation factor. kg and ka,q are scale factors for the input and the output

respectively. Both factors can be calculated as:

kg =1/Ee, kana = And, (5.11)

where And is the node degree variation rate.
In general terms, both loops can be seen as a function which receives the actual
values of ND and FE as inputs, returning a new value of C'R as output and requiring a

set of parameters P:

CR(k) = g(ND(k), E(k),P).

_ — Y (5.12)
P — [CRy,ND, E.,, Acr, And, CRypin, C’Rmax] .

where the complete parameters list is: initial value of the communication range (C'Rp);
desired value of the node degree when the battery has a critical energy level (ND);
critical energy level (E,.); communication range variation rate (Acr); node degree
variation rate (And); minimum and maximum value of the communication range
(CRpin and CRypqz)-

In order to evaluate the control system, a Matlab-based simulation tool has been
implemented (see Figure 5.2) to facilitate the design and validation without considering
the underlying IoT protocols. The simulation tool is able to configure the control
system parameters and the network parameters such as the number of the nodes to be

deployed in the network, the size of the area where sensor nodes will be deployed, etc.
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Figure 5.2: Matlab-based simulation tool.

It also visualizes the simulation process and analyzes the results once the simulations
are finished.

In order to evaluate the performance of the control system, the simulation-based
experimental platform were set up and configured as follows: (1) 32 sensor nodes
randomly are deployed in a 100 x 100m? area. The Base Station (BS) is always located
at the centre of the deployment area. (2) Each sensor node was randomly assigned an
initial communication range with values within configurable boundaries, e.g. [10, 30|m.
(3) The node’s battery is fully charged at the beginning of each simulation. (4) The
deployed nodes start transmitting packets to the BS if there is a routing path available.
If there are more than one path to the BS, then the node chooses the shortest path. (5)
The sensor stops sending packet when it runs out of battery. (6) The whole simulation
is terminated when there are no packets received at the BS side.

With the aim of comparing the network performance, the simulation tool simulates
two times on the same network topology, with the same configuration parameters: the
first time without control algorithm and the second time with the control algorithms
on each node, e.g. control loops based on Fuzzy Logic. The sub-figures at top-left,
top-right and bottom-left in Figure 5.2 show respectively the original deployment of
the nodes, the links and status of the nodes once the simulation has ended when no

control has been carried out and when the control algorithm has been running. In those
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Table 5.1: Comparison of received packets at BS.

Controller Communication Range | Pps nePps we | Improvement
Parameters
R = [10,30],Rps = 25 | 189.8 | 411.9 +117.02%
ND =4, R = [15,35],Rps = 30 | 356.2 | 454.8 +27.68%
kAnd = 37
kep =2 R = [20,40],Rps = 35 | 538 576.8 +7.17%
R = [10,30],Rps = 25 | 224.6 | 479.2 +113.36%
ND =4, R = [15,35],Rps = 30 | 442.1 | 537.8 +21.65%
kAnd = 2a
ker =1 R = [20,40|,Rps = 35 | 537.5 | 601.3 +11.87%
R = [10,30],Rps = 25 | 224.9 | 384.7 +71.05%
ND =3, R = [15,35],Rps = 30 | 388.9 | 496.1 +27.56%
kAnd = 2a
ke =1 R = [20,40],Rps = 35 | 519.1 | 504.7 2.77%

three sub-figures, the x and y axis indicate the width and the length of the field. The
energy consumption due to the processing of the control algorithm has been considered
negligible. The energy analysis sub-figure at bottom right in Figure 5.2 illustrates the
remaining energy of all nodes at each round.

In order to measure the network performance, the total number of packets received
at BS (Ppg) during the whole simulation has been measured. For each set of the
configuration parameters, 10 different network topologies have been simulated. The
nodes for each network are randomly deployed and the simulation has been executed
two times: with and without the fuzzy control-based algorithm. The results are shown
in Table 5.1 where the first column is the controller parameters. The second column
contains the communication range interval for each node and the communication range
for the BS. The third and fourth columns are the average value of Ppg obtained from
the 10 networks deployed with the same set of parameters. The last column is the
improvement percentage between the performance of the network with the control

algorithm (Pps wc) and without it (Pps n¢). It is calculated as:

100% x (Pps_wc — Pps_nc)/Pps_nc-
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After an analysis of the results in the table, the following observations can be made:
(1) in general, more packets were received at BS when the fuzzy control algorithm was
applied; (2) the number of packets a BS receives increases directly proportional with
the node degree; (3) in general the self-adaptive communication range based on fuzzy
control loops improves the connectivity of the network; and (4) as shown in the first
sub-row of each row, both the radius of regular nodes and BS are smallest, which would
lead to worsen connections at initial node deployment, but the improvement is higher.
It implies that the network shows the improvement of the adaptive performance when

network is not well connected at the beginning.

5.2 Control system parameter optimization

In order to improve performance, any controller design for the IoT involves the
optimization of some parameters, either by experienced experts or applying some
optimization algorithms. This section has leveraged three algorithms, Cross Entropy
(CE), Particle Swarm Optimization (PSO), and Differential Evolution (DE), to find out
the optimal configurations of parameters for the simple control system designed. Lots
of works have been done in this field. To name but a few of them, [48][150] present
Particle Swarm Optimization (PSO) to optimize Proportional-Integral-Derivative (PID)
controller, while others use different algorithms to optimize PID, such as Genetic
Algorithm (GA) [75], Simulated Annealing (SA) [67], Evolutionary Algorithm (EA)
[61], etc.

5.2.1 A lightweight control system design

A simpler controller than Figure 5.1 with two loops is presented in this section to control
the transmission power of each sensor node; at the same time, an appropriate objective
function is defined, which is used as the target in the off-line optimization process, and
afterwards the optimized controller is tested on the same network where all nodes run
in an asynchronous manner.

The packets received at the BS, to some extent, reflect the network connectivity,
because better network connectivity leads to more packets received at the BS. However,
more packets received at the BS require more energy to transmit and process sensor
data. Hence, the key is to control the network topology by adjusting the transmission
power of sensor nodes at runtime. It is expected that the controller can achieve the
global performance, e.g. the best tradeoff between the packet reception and power
consumption. The goal can be realized by appropriately selecting the configurations
of the controller parameters, e.g. initial inputs and the gains in the PID controller.
The optimization problem can be generalized as a combinatorial optimization problem.
There are lots of stochastic and bio-inspired algorithms can accelerate the search speed

to find out the optimal configurations [161]. They are proved to be very efficient when
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Figure 5.3: Simplified control system design.
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the search spaces are huge, which is the case in the thesis. This thesis chooses three
heuristic algorithms, Cross Entropy (CE), Particle Swarm Optimization (PSO), and
Differential Evolution (DE), to optimize some parameters in the control system to
achieve the tradeoff.

In practice, the inner state values of the control system are discrete and integers. For
the first loop, the transmission power (TP) is discrete value in dBm unit, e.g. ranging
from 0 to -31 dBm for some sensor nodes; as for the second loop, the output, And, to
adjust the reference node degree also has to be integer as the number of neighbors can
only be positive integer or 0.

Furthermore, our work [63] intended to use the fuzzy-logic control to make the
decision, but now an attempt is done to further simplify the design. As mentioned, the
inner states accept only integer, so the errors eg and epp are pre-processed before pass
them to the proportional gain, kanq and k. A function called “Sign" is used to simply
convert the error to be -1, +1, or 0. In addition, the output of the first loop, Atp, is the
increase of the power transmission, and the result is limited by the defined constraints

before applying it to the sensor nodes, as Figure 5.3 illustrated.

+1, nput <0
Sign = —1, input >0
0, input =0
The control system in the proposal is relatively simple, and easy to be implemented.
Therefore, it requires very little computational resources to complete the two control
loops, which shortens the optimization process.
5.2.2 Parameters to optimize

Many parameters in the control system shown in Figure 5.3 are unknown for a

specific deployment. In this section, three methods will be presented to optimize some
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parameters in the control loops, according to the objective function.

In the control system, the parameters involved are E.., kand, N Dy, kip, TP,. Two
of them, kanq and kg, are used to control the system response speed; and the others
are initial conditions that depend on the deployment of nodes, such as the number of
nodes in the field, their locations, distance to the BS, states of battery levels, etc. More
importantly, the initial node degree N Dy of each sensor node should be different. A
node which is closer to the BS should have higher N Dy because it is responsible for
relaying packets from other nodes which are far away from the BS, hence the value
of NDg may end up affecting the packets received at the BS if it is too low at the
beginning.

Three parameters that highly depend on initial conditions are chosen to be
optimized, e.g. E.., NDgy, TPy, so altogether there are n x 3 parameters needed to

be optimized. They are put in the parameter matrix S.

&

cT(l) m(l) m(l)
Ecr(2) m@) m@)

5" Np TR
where,

e n: the number of nodes in the network.

. E(i): critical energy level for node 7.

. m(i): initial node degree reference for node 1.

o T Po(l)I initial transmission power for node 1.

5.2.3 Objective function

Network designers expect that the nodes in IoT can collect as many sensor measurements
as possible, but at the lowest energy cost. There is a tradeoff between the energy
consumption and the packets received at the BS. Therefore, the objective of the function
is minimizing energy consumption, while maximizing the packets obtained at the BS.
The objective function J is formalized as equation (5.13). On the one hand, the energy
consumption and the packets received have to be normalized before the optimization
process because they are at different scales. On the other hand, the lifetime of a network
is defined as the BS no longer receives packets from sensor nodes. The purpose of the

optimization algorithms is finding the configurations for S that can minimize J.
J:’LUE-OJE‘E—UJP-OJP'P, (5.13)
e P: total packets received at the Base Station (BS) during the lifetime of networks.

80



Chapter 5. A Lightweight Self-adaptive Control System Design and Optimization

e [ total energy consumed by the network, during the lifetime of networks.
e wg,wp: weight factors, and wg +wp = 1.

e ap,ap: normalization factors.

The normalization factors are used to normalize F and P, and defined as equations
(5.14) and (5.15), respectively:

1

T e m—— 5.14
1

ap — W’ (515)

e N: the number of rounds when the BS no longer receives packets from any other

nodes.
e N;: the number of rounds for node i, so 0 < N; < N.
e [;,: the energy consumption for node ¢ at the round 7.

e EM4%:  the maximum energy consumption for node ¢, so E" =
max{E;1,E;i2, -+, Ein,}-

e P.: The number of packets received at BS at round r.

e P4 the maximum number of packets received at BS, so P™%* =
max{Py, Pa, -+, Pn}.

The normalization aims at confining P and F in a reasonable value ranging between
[0, 1]. The objective function J minimizes the normalized P and F, rather than P and
E directly.

Every sensor node sends certain amount of packets to the BS, and updates its
transmission power afterwards. This is called one simulation "round". The number
of rounds for a node is the total rounds it runs until its battery becomes depleted, or
the lifetime of the network ends. The number of rounds for a network, IV, is the total
number of rounds during the lifetime of network.

The transmission power updating can work in asynchronous or synchronous manner.
By asynchronous manner, it implies that each node updates its transmission power
without knowing other nodes’ status. In contrast, it is synchronous when all nodes
update their transmission powers at exactly the same time. In practice, asynchronous
transmission power updating is more likely to happen, because it does not require
operations to synchronize all nodes.

The simulations have two stages: first, control parameters are tuned off-line using

the optimization algorithms; second, the optimized parameters learned in the first stage
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are applied to simulate the same network again and evaluate the performances. During
the first stage, the asynchronous manner makes the behavior of each node unpredictable,
and thus the results are not reproducible, which makes the optimization algorithms less
likely to converge. Therefore, the nodes are synchronized during the first stage, but
the synchronization constraint at the second stage is released, which implies that the
sensor nodes are unsynchronized to simulate the network with the optimized parameters

obtained in the first stage.

5.3 Optimization algorithms

The number of parameters and the network size n make search spaces big. Apart
from this, the optimization process can only be applied to a specific deployment and
network model, thus it can not be generalized to other networks when some conditions
in the model are different. Unfortunately, there are many reasons that easily cause one
network differs from other networks, for example: (1) the environment where sensor
nodes deployed could be very complex so that it will impact on the real transmission
range model; (2) different routing protocols perhaps choose different paths to forward
data, hence affecting power consumption model; (3) the locations of sensor nodes are
uncertain. Nevertheless, the optimization method itself is very generic once the nodes
are deployed and the network model is set up.

The optimization problem is a complex combinatorial optimization problem. The
objective function J is nonlinear and non-differentiable, so there is no direct approach
to find the minimum for J. Advanced heuristic algorithms are good candidates to help
finding the optimal configurations. Three heuristic algorithms, Cross Entropy(CE),
Particle Swarm Optimization (PSO), and Differential Evolution (DE) are implemented
in this thesis to optimize the parameters to get the minimum values for the
objective function J, although they can not guarantee it is a global minimum. The
implementations of CE, PSO and DE adapted to the problem of this thesis are given
in this section, but for more details of the algorithms themselves one can refer to
[45][121][99]. The performances will be evaluated in Section 5.4.

CE [39] is a very general stochastic optimization framework that can be utilized to
solve combinatorial optimization problems. Instead of trying all possible combinations

of parameters, CE leverages a randomized but efficient way to find the optimum.

Algorithm 5.3.1. CE algorithm

1: Initialize: Initialize trg and og. Set t := 0.

2: Repeat:

3: Generate Samples: Increase t by 1. Generate a random sample S1,S2,-:+,Sp
from the normal distribution N(m¢—1,02 ;), but discard and re-generate the

samples that violate the limitations.
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: Evaluate: evaluate each set of parameter (matrix S;), and calculate the cost

function J for each set and store it in a vector J.

Sort: sort elements for J in ascending order and corresponding indices are put into
vector I.

Select: Let Ig;:e be the subset of I which has the top Delite glements.

Update:

~ oL S

Ht = Zie]elite Delzte
A2, (Si—tir)?
Ot = Zie[eme “Delite
Smooth:

fr = o fig + (1 —a) - pi
Ot = B¢+ (1= B) - 041
Bri=B—-B-(1—-1)

: Until: 0 < € or t > iterationMax

Note: f1, &, S; are all matrices with size n x 3.

Algorithm 5.3.2. PSO algorithm

10:
11:
12:
13:
14:

1
2
3
4
5:
6
7
8
9

Initialize the position present; and speed v; for each particle, 1 € 1,2,--- , n.
: repeat
whilei € 1,2,--- ,ndo

calculate J;;
if J; < pBest; then
pBest; = Jj;
end if
end while
while 1€1,2,--- ,n do
gBest; = min { pBesty | k is neighbor of i}
v; = v; + cl - rand() - (pbest; — present;) + 2 - rand() - (gbest; — present;)
present; = persent; + v;
end while

until Maximum iterations or minimum error criteria is not attained

Algorithm 5.3.3. DE algorithm

1:

Note: D is the real parameters needed to be optimized; N is the population, and
N > 4; G is the generation; z; ¢ = 1,6, %2,iG, - ,Tpicl; 1 € 1,2,--- ,N;

Define upper and lower bounds for each parameter .Z‘]L <z < mgj

Randomly select the initial parameter values uniformly on the intervals [l‘JL , xgj]
repeat
while i€ 1,2,--- ,n do

randomly select three vectors z,1q,Zr2,qG,%r3,Gg, such that i,71,r2,r3 are

distinct;

83



Chapter 5. A Lightweight Self-adaptive Control System Design and Optimization

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:

vigy1 = e, + F - (vr2,6 — 2r3,6), where F € [0,2];
RAND; ; ~ U|0,1], Iyqnq is random integer from [1,2,---, DJ;
if RAND; j < CRor j = I3, then
Uj,i,G+1 = Vj,i,G+13
end if
if RAND; ; > CR and j # I,qnq then
Uji,G+1 = Lj4,G3
end if
if f(uig+1) < f(2ic) then
Ti,G+1 = Ui,G+15
else
Li,G+1 = T4,G
end if
end while
until Mutation, recombination and selection continue until some stopping criterion

is reached

In short, the parameters used in the simulation for each algorithm are:

e CE: D¢t =10, D =60, a =0.8, 5 =0.7, ¢ =5, e = 1073, iterationMax = 30.

e PSO: number of quality in bird: 3 x n; number of particle: 3 x number of quality
in bird; maximum number of iterations: 30; velocity clamping factor: 2; cognitive
constant: 2; social constant: 2; minimum inertia weight: 2; maximum inertia
weight: 0.9.

e DE: number of parameters: 3 X n; number of population members: 4 x number
of parameters; maximum number of iterations: 30; F: 0.9; crossover probability
(CR): 0.9; strategy: rand/1/bin.

5.4 Simulations and validation

This section evaluates the performances for three algorithms separately with the

configurations for each algorithm as provided in Section 5.3. In practice, mainly due to

the simplicity of implementation and reduction of network operation cost, sensor nodes

usually work in asynchronous manner. However, asynchronism brings a certain degree of

randomness which is a challenge for optimization process as the optimization process is

very hard to converge. To avoid the random behaviors of sensor nodes, the optimization

process is performed in the condition that sensor nodes update their transmission power

synchronously, as oppose to asynchronously. Once the parameters are learnt, they are

applied to the network so that sensors will work in an asynchronous manner again.
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Figure 5.4: Network topology.

¢ Network Model

The optimization algorithms in the thesis are actually very general, so they can be
applied to many network models. In case that any of those configuration changes, e.g.
the number of nodes in the field, the optimization process has to be executed again to
obtain the new optimized parameters. In this section, the network model adopted in
this thesis will be introduced. In general, the network models used in this thesis are
relatively practical.

In the simulation, there are 10 nodes deployed in the field, with node No.1 (the
red node) as the BS, as shown in Figure 5.4. Each node periodically sends packets to
the BS via a routing protocol. It is called one simulation "round" for a node when it
has finished sending 400000 bits packets and then immediately updates its transmission
power according to the decision made by the control system. Notice that the node
can not update the transmission power during the time sending packets. Every node
in the network, except the BS, is allowed to change its transmission power from -32
dBm to 0 dBm, according to the specification of CC2420, an IEEE 802.15.4 compliant
RF transceiver, which is widely used for many sensor platforms (e.g. Sun SPOT). The
routing algorithm calculates the shortest path to the BS.

The energy dissipation model is the same as [11]. Equations (5.16) and (5.17)
represent the power consumed when a node transmits/receives L bit packets to/from
another node at distance d. Eee. = 50 nJ/bit and €ump = 100 pJ/bit/m?, which
depend on the circuit and antenna design of sensor nodes. Each node is charged with
1J of energy at the beginning of the simulation. Nodes stop sending or receiving packets
when there is no battery left. The simulation is terminated when there are no packets
received at the BS. Note that there may be still several functional nodes at the time

the simulation is terminated.
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Figure 5.5: W, =W, = 0.5, mean of J at each iteration.

Eip = L X Egjee + L X €qmp % d°. (5.16)

Erey = L X Eupee. (5.17)

o Evaluation by Computer Simulation

At each iteration, CE generates the next set of values by using some statistics, e.g.
the step 7 of the CE algorithm. First, the CE algorithm is evaluated. The mean of J,
chosen from the top D¢ elements from the sorted J of the CE algorithm, is calculated
for every iteration. As shown in Figure 5.5, when W, = W, = 0.5, CE decreases the
value of objective function J as time goes by. The difference between E (total energy
consumed), and P (the packet received at the BS) increases. It implies that the BS
receives more packets from the whole network, but at the same time the sensor nodes
consume less battery power, which is the desired performance. Furthermore, in order
to show CE has the ability to adapt to different objective functions, the weights are
altered. As shown in Figure 5.6, when changing the weights of E' and P in the objective
function, CE also can gradually reduce J, and corresponding difference between E and
P increases.

To evaluate the convergence of the CE algorithm, the standard deviations of J in
the step 6 of the CE algorithm are calculated for each iteration (see Figure 5.7). It
is observed that the algorithm seems not to converge within the defined maximum
iterations for different weights W,. This is due to the fact that CE needs the statistics
of previous iteration (the step 7) to update the new samples for the next iteration,
but the network is sensitive to new samples. Another reasonable explanation is that
the objective function has many local minimums, so CE is easily being stuck in local
minimums.

Unlike CE, other two bio-inspired algorithms (PSO and DE) do not use the statistics

to update populations for next iteration. For the sake of fairness, the best single J is
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Figure 5.7: Standard deviations for CE.

selected in each iteration made for each of the algorithms. Figure 5.8 shows some
significant results: (1) PSO and DE converge way quicker than CE; (2) CE is able to
find out lower optimums than PSO and DE; (3) PSO has slightly lower optimums than
DE after they converged.

The results shown in Figure 5.8 are, in practice, quite important.  The
computational resources can be very expensive and the optimization process can be very
time-consuming, especially when the sensor network is relatively large, e.g. hundreds
of nodes. In this case, PSO or DE may be applied, as they converge very fast, and
much less iterations (or, time) are needed. In the case that the network is small, CE
is selected prior to PSO and DE, because CE is able to make the objective function

smaller.
o Asynchronous Network

The best control parameters obtained from Section 5.4 are applied to the same
network again. However, in this case, the synchronous network constraint is removed. In
the simulations, a probability is given to each node to allow it to update its transmission
power at each round. By doing this, at a specific round, some nodes can update its
transmission power, but the others will keep their transmission power unchanged.

Note that when the probability is 0, it means that all nodes maintain the initial

transmission power during the whole lifetime of network; if the probability is 1, the

87



Chapter 5. A Lightweight Self-adaptive Control System Design and Optimization

——CE
-0.1f ——PSO
—=DE
-0.15f
J A
-0.2r 4
-0.25f q
03 . . . . .
0 5 10 15 20 25 30

Iterations

Figure 5.8: The comparison among CE, PSO, and DE.

results of each node should be exactly the same as in the synchronized network.
Configured with various probabilities, Figure 5.9 illustrates the J obtained with the
best control parameters learnt from different optimization algorithms. The results in the
figure are the average of 20 runs for each probability. As expected, when the probability
is 1, the J obtained is the same as the best J in Figure 5.8. Moreover, the tendency of
the three algorithms is the same: they all decrease and reach the minimum when the
probability is 1. It implies that the randomness introduced by asynchronous behavior
harms the network performance. The parameters that learned their behavior under the
synchronous network do not work very well in the asynchronous network. This is due to
the fact that the optimization process is very sensitive to network changes. In addition
to that, the lower J obtained from the synchronous training process can still improve

the performance in the asynchronous network in most cases.

5.5 Summary

To alleviate the implementation complexity, this thesis proposes different kinds of
controller than the ones in Chapter 4. Its implementation is in Chapter 6. The
controllers that proposed in this chapter are more applicable in real applications; while
the ones in Chapter 4 are suitable for very large networks with nodes having reasonably
rich resources.

This chapter proposes two control systems with two-loop, one with fuzzy-logic and
the other without fuzzy-logic. The simulation results obtained by simulation show that
the proposal improves the connectivity of networks in the presence of node failures. It
is showed that the network is more resilient against node failures, which is the main
goal of this work.

Moreover, based on a relatively practical network model, three algorithms are
implemented and run in the simulator separately afterwards to tune the controller
parameters, expected to minimize the objective function which aims at balancing the

packets received at the BS and the power consumption of the IoT. More details can be
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Figure 5.9: The comparison among CE, PSO, and DE in asynchronous network.

found in our publications [63][157].

To be more concrete, when starting with a simple controller design, the objective
function that intends to make a tradeoff between packets reception and power
consumption is defined. In order to minimize the objective function, there are some
parameters that need to be optimized. Three algorithm, CE, PSO, and DE are adopted
as the optimization strategies in the thesis. Through the simulations, it is able to
find the appropriate configurations for all parameters in the controller. The simulation
results show that CE can find more suitable configurations than PSO and DE within
the same number of iterations; nevertheless, PSO and DE converge faster, which is good
for a large network. The optimization is done off-line and in a synchronous manner.
Afterwards, the optimized parameters are fed into the same network where sensor nodes
run in an asynchronous manner.

The results in this chapter can be useful from a practical point of view. For a large
IoT with hundreds of sensor nodes, running an optimization algorithm may take a too
long time, so PSO and DE are good candidates as they converge faster. For a small
network, though, the time to obtain the optimum may be not the major concern, so
CE would be selected, as it can improve overall performance of the network, despite the
cost of running it longer time.

It turns out that the optimization algorithm is computational-expensive, thus the
best way to apply this optimization is by performing simulations first, and then applying
them to a real system afterwards. Any simulation-based evaluation relies on the
accuracy of the model that can map the real world devices into a simulator, which

is a non-trivial task.
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Chapter 6

Evaluation via Testbed

One of the proposals in Chapter 5 is going to be implemented in a real-world scenario.
The implementation, in general, is the combination of close-loop feedback control and
software engineering. In other words, the software application is designed and developed
as a close-loop system using feedback, rather than an open-loop system which is how
software is usually being developed. By doing this, adaptivity is attained and becomes
an essential part of the middleware. Note that in the context of software engineering,
self-adaptive is often being viewed as the non-functional requirement.

The work done is part of the "Design, Monitoring and Operation of Adaptive
Networked Embedded Systems" (DEMANES) [41] project implementation, which has
a target for the emerging market of applications and services for the Internet of
Things (IoT). Our research group played an essential role of designing a self-adaptive
architecture which employs a simplified control system (as shown in Figure 5.3).

Many partners participated in the project to solve various adaptive problems in
distributed embedded systems. Nevertheless, the development of each partner is
complaint with DEMANES middleware framework. This chapter only discusses our
contributions to the project. Specifically, the contributions of the research group have
been about applying some self-adaptive techniques to address the IoT connectivity and
energy-saving problems, which have been discussed in this thesis. For more information

regarding the contributions of other participants, please refer to [41].
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6.1 DEMANES

The obstacle that lies in the way of designing self-adaptive networks is the lack
of versatile methodologies. DEMANES, an ARTEMIS project, addresses a wide
variety of challenges in the large scale adaptive embedded systems, such as designing,
implementing, testing and deploying, and combines recent advances from systems and
control engineering. The goal of DEMANES is to provide component-based methods,
frameworks and tools for development of runtime adaptive systems, making them
capable of reacting to changes in themselves, in their environment (battery state,
availability and throughput of the network connection, availability of external services,
etc.) and in user needs (requirements) [41]. The global objectives of the DEMANES

project are:

e modeling the architecture and the operation of adaptive systems;

e supporting the design process of such systems by providing simulation and

evaluation environments and test-beds;

e supporting the implementation of such system by providing services for
self-organization, reconfiguration and self-optimization as parts of the execution

environment;
e verifying and testing adaptive systems;

e monitoring the internal and external operational conditions and managing

adaptation at runtime.

The concept, methodology and tools developed in DEMANES are to be validated
and demonstrated in three different pilots: a smart urban transport, a smart airport
and a smart home. The partners in the DEMANES consortium come from five countries
in Europe (Italy, Spain, Finland, Netherlands, Czech Republic) and are complementary
in terms of technical competencies and organizational, business and market experience.
The results of DEMANES will impact the standardization on related areas (M2M, Smart
Homes, 5G wireless, Vehicular Technologies, Home Automation and Security, etc.) in

Furope and worldwide.

6.2 Self-adaptive software

DARPA Broad Agency Announcement (BAA) defined the self-adaptive software as
[80]: "Self-adaptive software evaluates its own behavior and changes behavior when the
evaluation indicates that it is not accomplishing what the software is intended to do,
or when better functionality or performance is possible." In recent years, there is a

increasing demand to incorporate self-adaptive software at runtime.
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DEMANES middleware, as the name of the project hints, is one of the main
contributions of this project, which defines a reference software architecture that is
hardware and application independent and provides the functions, algorithms, design
patterns for the adaptive embedded systems. "The DEMANES middleware supports,
enhances, integrates, and hides implementation details of adaptive systems, such as
reconfiguration mechanisms, information dissemination and aggregation mechanisms,

and management of adaptive software components." ([41], deliverable 4.3)

6.2.1 Component-based design for DEMANES middleware

From the software application point of view, the application developers are unaware
of the underlying changes. The DEMANES middleware will handle the underlying
changes, e.g. failures, at runtime. The developers only have to concentrate on solving
the problems of its application domain. The DEMANES middleware will provide the
application developers a standard way to access the runtime environment, e.g. via
library or API. The software component in the DEMANES middleware can be modified,
added, removed at runtime. On the other hand, the adaptation mechanism can be
modified without notifying the application. The DEMANES middleware is actually
transparent to applications. To implement the DEMANES middleware, a software
architecture is proposed; to facilitate the design, some tools are leveraged or developed
in the DEMANES project.

After starting by identifying common functionalities in the large scale, networked,
embedded system, the DEMANES middleware then provides a set of interfaces for the
higher level applications, in order to create a flexible and potable system. However,
when the actual implementation is taken into account, the DEMANES middleware has
to be customized to the specific hardware characteristics.

The DEMANES project follows a standard methodology, including modeling,
analysis, implementation, and test. The key to implement the component-based
adaptive system is allowing the components to be loosely coupled; additionally,
components can be modified, added, and removed at runtime, without having to shut
down the system. By component, it is meant software block (task, thread, etc.),
hardware resources (memory, transmission power, battery, etc.), or something as large
as a whole sensor node. By doing this, the system is very flexible, and it can be
easily adapted changing requirements and environments, e.g. by replacing outdated
components and loading new component.

More specifically, each component in the system has to satisfy the following

requirements according to the DEMANES framework:

e Firstly, components can be activated and deactivated;
e Secondly, components are parameterized;
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e Thirdly, components can be rewired.

The first requirement controls the status of the components and allows them to be
shown or disappear in the system; the second, can make the component controllable
or configurable (e.g. sensor measuring frequency, measurements range, threshold, etc.);
while the last requirement helps a component to be integrated with other components to
form an arbitrary larger component which possesses more powerful capability. However,
the three requirements above perhaps can not be satisfied at the same time for a specific
component. For instance, the third one that needs the components to be wired together
may only be feasible for some components under certain conditions, e.g. the hardware
are the same and well connected.

In general, self-adaptive systems share a common characteristic, namely redundancy.
There must a (some) back up component(s)/configuration(s) that can fulfill the same
or similar functionality when one fails. There are many strategies that be used to

implement the component-based architecture from the software point of view.

e components/tasks scheduling, e.g. start, stop, suspend. By doing this,
components are controllable and tasks can be distributed among many pieces

of components.

e replicating a software component in many nodes in the system and keeping only
one as the active component; the others are regarded as backup components in
sleep mode for the purpose of energy saving, and will afterwards be activated and
take over the task. In this way, the system is able to move the task from one node

to another one, thus exhibiting self-adaptive behavior.
e updating/replacing code at runtime.

e compositions: assemble small components into a larger, more powerful and

meaningful component.

e reasoning: a reasoning engine makes decisions on new configurations/actions for

components, e.g. transmission power, transmission rate, routing, etc.

6.2.2 Self-adaptive software techniques

Self-adaptive software is inherently interdisciplinary and highly dependent on the
problem that tries to solve [117], which involve many disciplines, such as: software
engineering, artificial intelligence, decision theory, control theory, network and
distributed computing, and optimization theory. [81] uses metaphors to describe the
self-adaptive software: coding an application as a dynamic planning system; coding an
application as a control system; coding an application as a self-awareness system.

One way to implement self-adaptive software is modeling the software in an

adaptation process. The DEMANES middleware takes into consideration the
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adaptation process as the core of its design by modularizing all components.
To name some software frameworks/architectures, Model-Integration Computing
(MIC), Architectural Description Languages (ADL), Attribute-Based Architecture
Styles (ABAS), Component-Based Software Engineering (CBSE) are popular. To
support self-adaptive software realization two notable techniques, Aspect-Oriented
Programming (AOP) and Service-Oriented Architecture (SOA), are often good ones.
In particular, SOA has become a very popular web-service-based architecture that
facilitates the design of self-adaptive software due to its flexibility for composition,
In the DEMANES project and DEMANES

middleware, the SOA architecture is used as a common technique to integrate platforms

orchestration, and choreography.

among partners, and also as a service composition framework for dynamic adaptation.
SOA will be further discussed in Section 6.2, because it is part of the DEMANES

middleware.

Table 6.1: Self-adaptive software techniques.

Discipline

Techniques

Remark

software engineering

MIC, ADL, ABAS,
CBSE, AOP, SOA

They are software

modeling methods

artificial intelligence

machine learning,
agent-based,
Al planning,
decision theory,

utility theory

Make
the system intelligent

in response to changes

control theory

PID,

fuzzy logic, etc.

Tune the parameters

in response to changes

network and

distributed computing

policy-based,

rules-based,
Qos,

middleware,

virtualization

Provide guidance for
decisions and actions,
and environment for

others techniques

optimization theory

bio-inspired algorithm:
evolutionary algorithm,

genetic algorithm, etc.

Optimize parameters

and performances

Table 6.1 summarizes the main techniques used in each discipline. The techniques
(1) CBSE/SOA in

the software engineering category; (2) PID and fuzzy-logic in the control theory

that are leveraged to develop the self-adaptive system are:

category; (3) parameters optimization in the optimization theory; and, (4) apparently

a middleware-based approach in the network/distributed computing category. In the
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Figure 6.1: Feedback control for the self-adaptive software.

next pages, the details of the techniques that have been used in the project will be

introduced.
¢ From the control theory point of view

To some extent, lots of systems (software and hardware), which possess self-adaptive
nature, can be modeled as a feedback control system (e.g. Figure 6.1), like automation
computing or self-management. In fact, the terms self-adaptive, automatic computing,
and self-management are sometimes used interchangeably. It is difficult to draw a
clear distinction among those. But in general, automatic computing has broader
senses and applications, while self-adaptive software falls into the umbrella of automatic
computing, because self-adaptive is limited at the application or the middleware layer,
while automatic computing can be placed down to the underlying layer, such as network
and physic layer. The self-adaptive software can be further broke down to several
"self-*" properties [117]: self-reconfiguration, self-repairing, self-optimizing, self-healing,

self-awareness, etc.
o From the software engineering point of view

Instead of modeling the control system as a feedback control system like Figure 6.1, a
similar perspective can be drawn as depicted in Figure 6.2, which is called the MAPE-K
loop, in the context of autonomous computing. It includes Monitoring, Analyzing,
Planning and Executing functions, with the addition of a shared Knowledge. The
Monitoring process is responsible for monitoring the status of the system and detecting

the changes/abnormalities. The Analyzing process decides when to response to the
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changes. The Planning process decides what needs to be changed. The Executing
process takes the actions determined by the Planning process.

Later, in the implementation section (Section 6.2), Figure 6.2 will be further adapted
to the software components that are implementable, see Figure 6.3.

In the context of self-adaptive software, the monitoring process is done by the
software "sensors". The software sensors can be in various forms [117], e.g. log, event
notification models, management protocols, design patterns, call-back functions, etc. It
is worth noting that some of the sensors are based on the design patterns that allow
changing software component at runtime, e.g. wrapper, proxy, strategy pattern. Some
of the sensors are implemented in the middleware layer, like what the DEMANES
middleware does.

On the other hand, the actions can be taken in the context of self-adaptive software
have various forms as well. The relatively simple ones are: caching data to lower the
response time; changing data quality, or compress data, or change data type to save
bandwidth; adjusting parameters to meet goals; changing the aspect of a component to
another one with different quality; changing algorithm to another, etc. Those methods
are generally simple as they only just involve tuning some parameters. There are
some more complex actions, though: replacing a component with another of different
quality; changing /reconstructing the architectures of the system; provisioning additional
resources; restarting or redeployment, etc.

Self-adaptivity can be introduced into software systems using two strategies: at
the developing stage, or at the runtime. The latter needs the system to have the

learning capability, or be capable of evolving, or intelligence (e.g. by machine learning).
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It is expected that self-adaptive behaviors can be managed at runtime without human
involvement, rather than hard-coded which needs to have the software recompiled again.
Moreover, it is desired that new behaviors can be introduced at runtime, because it is
very likely that some functionalities are overlooked at the design stage.

Particularly, the reasoner is the core part, which makes the decision on when and
how to reconfigure the system. It can be located in various implementations, e.g. state
machine, rules, conventional PID control, advanced control like fuzzy logic control, or
machine learning, etc.

The implementation of the self-adaptive networks follows the DEMANES
middleware framework. Consequently, the reasoner is the implementation of fuzzy-logic
control (Figure 4.2, 4.3, 5.1), or a simplified controller as in Figure 5.3. Due to its
simplicity and effectiveness, only the structure of the control system in Figure 5.3 is
implemented. Others are tested in the simulator. Furthermore, because of the iterative
nature of the optimization algorithms, the optimization process is implemented and

validated in the simulator as well.

6.3 Middleware implementation

In this section, the controller implementation in the DEMANES middleware is discussed.
In general, there are two parts: the control system implementation from the software
perspective and the SOA implementation which serves as an integration platform for
all participants in this project; SOA itself is a self-adaptive framework that supports

runtime reconfiguration.

6.3.1 Control system implementation

The control system in Figure 5.3 is mapped into implementable software components
described in Figure 6.3 and the corresponding class diagram is described in Figure
6.4, which follows the DEMANES frameworks. Other reasoning mechanisms, such as
rule-based reasoning and machine learning, can also be adapted to this framework.

More specifically, the reasoning engine consists of the following parts:

e System under adaptation: this is the target system that needs self-adaptive

control, e.g. sensor nodes;

e Observer: observe the changes in the system; usually it comprises the

variables /resources/components that need to be controlled,;

e Actuator: the part that can make action according to the output(s) of the

reasoning engine;
e Reasoner: the key component that implements the decision-making algorithm;

98



Chapter 6. Evaluation via Testbed

<<component>> H <<component>>
Fire P

Trigger Policy

A

Reasoner

Dec‘m‘ /:)ntrol

<<component>>

<<component>>

<<component>> Provide Acuator

Observer

\ 4

\ 4

Reasoning Engine Invoke

Observe Act on

<<component>>

Adaptable System

Figure 6.3: The control system implementation in DEMANES middleware.

e Trigger policy: decide when or under which condition(s) the reasoner starts the

reasoning process;

e Reasoning engine: the mediator that organizes all components above.

Unlike a typical control system, this design possesses an unique characteristic: all
components are isolated from each other, and controlled by a central component called
"Reasoning engine", which makes the reasoning system more flexible. The direct
communication between two components is not allowed. All other components must
be registered in the Reasoning engine before it is used, which enhances the reusability
and interchangeability of the system. By doing this, the publish/subscribe software
design pattern is leveraged to implement the control system. More importantly, it is
allowed to have more than one components which belongs to same type to register in
the Reasoning engine, e.g. more than one reasoner. In the context of software, more
than one instantiations are possible.

In addition, some components can have many status, e.g. create, active, idle, stop,
which make them controllable and allow operations can only be conducted when a
component is under a specific status. For example, the reasoner can only access the
observer when it is in active status, or the trigger policy can only fire the reasoner when

the reasoner is in idle status, etc.
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Figure 6.4: The reconfiguration class diagram of DEMANES middleware.
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Figure 6.5: Three-handshake neighbor discovery protocol.

Consequently, the mechanisms in turn make the system more self-adaptive to the
changing environments from the software point of view. For instance, it can register
two different reasoners (or, observers, actions, etc.), and allow them to automatically
change from one to another when one is stopped, without interrupting the system, which
is the essence of the self-adaptive design, and certainly of the DEMANES project. The
interfaces and their interactions have been clearly defined in the project.

Lastly, in order to make the parameters in the system configurable at runtime. The
parameters are made public if and only if the parameters need the reconfigurability.

To make the implementation in Figure 6.3 more specific, the details are introduced
here, taking into consideration the two-loop control system in Figure 5.3 and the real
sensor platform called Sun SPOT [108]:

e Observer: observe the Node Degree (ND) and energy level. To obtain the ND, a

node degree discovery protocol running upon the routing layer is implemented.

The node discovery works like the three handshake fashion in TCP protocol, as
shown in Figure 6.5. A node broadcasts the neighbor discovering request, any
node that receives the request will response to the node which sends to it, and
then an ACK message has to send from the source to acknowledge the response
message. By doing this, it will make sure that if node B is in the neighbor list of
node A, then node A is in the neighbor list of node B.

To save energy and reduce the wireless inference among nodes, the node degree
discovery works in an on-demand fashion. At the same time, the energy observer
is trivial as it is provided by the Sun SPOT API directly.
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e Actuator: the action that changes the power transmission, from -32dBm up to
0dBm which compliant with the specification of IEEE 802.15.4.

e Reasoner: execute the two control loops logic in Figure 5.3. It is worth mentioning
that the two loops will possibly not run at the same time; instead, both of them
will be executed under certain conditions which are defined by the trigger policy.

For instance, only the primary loop will be run in some cases.

e Trigger Policy: decide when to start the reasoner, according to the errors between
the observed inputs and the real ones. Some modifications have been made.
Several rules have been added to fire the reasoner. Not only the errors can start

the reasoner, but also some rules have been defined to fire the reasoner.

e Reasoning Engine: implement the logic that organizes all the components above.
It is nothing more than a container where all the components are registered. In
the Sun SPOT environment, it is the main body of the program that will be

running when the application starts.

Due to the Sun SPOT is a relatively powerful sensor device, it is capable of
supporting multiple threads. Consequently, this work takes advantage of that to develop

each component as a thread.

6.3.2 Service-oriented architecture

"Service-oriented architecture (SOA) is a software design and software architecture
design pattern based on distinct pieces of software providing application functionality
as services to other applications. This is known as service-orientation. It is independent
of any vendor, product or technology" [138]. SOA is part of the self-adaptive techniques
employed in the project, and it elaborates different aspects of the self-adaptive feature
of the DEMANES middleware. To complete the implementation of the DEMANES
middleware, the SOA part is briefly introduced in this section.

As mentioned before, SOA is leveraged as an integration framework in the
DEMANES middleware to facilitate communications among different components
developed by several partners. Moreover, SOA itself is served as a good runtime
reconfiguration environment, because it supports many functionalities that are very
suitable for self-adaptive software (in particular, runtime reconfiguration), such as:
(1) runtime updating, removing, adding components; (2) integration of different
applications and (3) service-oriented architecture allows the service composition.

Among various implementations/examples of SOA, OSGi (Open Service Gateway
Initiative) [109] are used both in academia and industry, which exhibit many SOA
features, such as service-oriented, loose coupling, integration, and reusability.

OSGi provides a nice programming model (more precisely, dynamic module system

for Java) that decouples the service providers and consumers. The structure of OSGi
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Figure 6.6: OSGi architecture [109].

is illustrated in Figure 6.6. OSGi implementation sits on the top of JVM and provides
mechanisms for service management, execution, security and life cycle control of
modules. The notion "service" in the context of OSGi is actually a Java interface.
The providers implement the services, and the consumers use the services supplied by
providers. However, the key is that both of them, providers and consumers, do not
have to know each other. They just run their applications in a common platform, called
OSGi runtime (e.g. Apache Felix, Equinox, Knoplerfish). The components deployed
in OSGi runtime are called "bundle". Briefly, the bundle is nothing more than a jar
file which contains annotated POJO (Plain Old Java Object) with manifest files that
describe a bundle, e.g. make packets explicitly exported/imported.

6.4 Experimental results

This thesis tests the proposal with the focus on the sensor network connectivity in the
presence of node failures. It is expected that the network can reach the steady status,
and more importantly the network is able to maintain network connectivity when some

nodes are moved away or turned off.
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Figure 6.7: Indoor deployment environment: the south campus at UPM.

6.4.1 Experiment setup

The experiments are carried out at the south campus of Universidad Politécnica de
Madrid (UPM), where our research center situated. Sun SPOT, the sensor deployed,
is equipped with rechargeable battery, chip with IEEE 802.15.4 radio standard, analog
inputs, LEDs, switches, and can measure acceleration and temperature. The routing
protocol that in Sun SPOT sensors is Link Quality Routing Protocol (LQRP), which
considers battery level and link quality to route the packets.

The tests are performed in both indoor and outdoor environments, respectively. The
nodes are randomly deployed in the field, and automatically adjust their transmission
powers based upon the controller designed. The Base station (BS) is attached to the
laptop and collects data from other sensor nodes if there is a path to the BS. Hence,
from the BS side, it can be known how many nodes are connected to it, which implies
the performance of network connectivity.

It is worth to mention that all nodes in the network are supposed to be treated
with equal importance from the graph perspective, but in reality there is a BS serving
as a gateway that can bridge the sensor networks with other types of networks, e.g.
Ethernet. To make the deployment more meaningful with regards to real applications,
this work measures the network connectivity only from the BS side.

Every node tries to connect and sends data to the BS periodically if there is a direct

104



Chapter 6. Evaluation via Testbed

No. of Nodes

O = N Wk Ul N oo
| —
—

1 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43

Sample Time

Figure 6.8: Indoor test: the number of nodes connected to the BS.

or indirect path exists. The packet is forwarded to the BS by LQRP. Sensor nodes
are programmed to be able to relay data from other nodes if necessary. The BS is
responsible for storing all data and calculating the number of nodes that is connected
to it.

The configurations for the control system are: E.. is 50% of maximum battery
capacity (800 amps). TPy is the minimum transmission power level, that is -32dBm.
kip is set to 1 for the indoor test, and 2 for the outdoor test. kanqg = 1. NDo = 3.

6.4.2 Indoor test

The indoor test is done in the lab, as Figure 6.7 displays. There are 9 nodes placed
inside the rooms. Because the rooms are rather small, a node can easily reach other
nodes (maybe all other nodes) in one hop with even very low transmission power, hence
there is little space for sensor nodes to apply the control theory. Therefore, for the
indoor tests, this work puts emphasis on the stability of the network.

The results are depicted in Figure 6.8. Notice that the timescale at x-axis represents
a 12 seconds interval. In general, the controller works as expected because of the number
of nodes that can connect to the BS with relative stability. It proves that the controller,
to some extent, can reach the steady point, thus it results in reliable communication
among nodes, which is important for applications.

Of 9 nodes in the rooms, there are, on average, 6 nodes that can be seen at the BS,
but a few nodes still lose their connection to the BS. It happens to the outdoor tests in
next Section 6.4.3 as well. The reasons are twofold: one associates with the parameters

in the design; another is due to the network deployment. More specifically:

(1) Nodes update their transmission power periodically (e.g. every 10 seconds in
this test), so the routing path can be altered constantly. It must be taken into account
that the time to establish new and reliable routing path perhaps is likely to be longer
than the update of network topology. Consequently, a node is unable to find a path to
the BS in time because the topology is changed too fast. For example, the route path
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Figure 6.9: Outdoor deployment environment: the south campus at UPM.

disappears due to its neighbors shortening their transmission powers. This problem can
be alleviated by increasing the period to update the transmission power, or execute the
controller. However, longer update time brings the disadvantage that delays the routing
path recovery for disconnected paths.

(2) More importantly, the results actually support the theory of this thesis. The
theory that developed aims for large stochastic networks, so the theory is expected
to be using, ideally, a large amount of nodes. However, with 9 nodes in the lab, it is
impossible to perform large experiments. The probability that all nodes are connected
(therefore can reach the BS) is low, because the nodes presented in a network are not
enough. It is more likely that there are few nodes would loss the connection to others,
certainly including the BS node. Theoretically, if the transmission power is big enough,
or the number of nodes in the field is big enough, the likelihood that all nodes become
connected together will be much higher (as proved in Chapter 3).

6.4.3 Owutdoor test

The outdoor deployment environment is shown in Figure 6.9. It is a 70m x 15m parking
lot surrounded by a building and many trees. There were few cars at the time the
experiments were conducted. Besides, there was a container, which is shown in Figure
6.10 as well. It is an ideal outdoor test environment that provides complex, but realistic,

scenario where obstacles, metal materials and high buildings exist.
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Figure 6.10: The outdoor locations of the Sun SPOT sensors.

To make the deployment more clear, the exact locations of each node are illustrated
in Figure 6.10. At the top-left, the operations of the test flow are explained. The node
is identified by 4 digits, which are actually the last 4 digits of the MAC address of node.

The BS is put at the bottom in the beginning. Every node tries to connect and
sends data to the BS periodically if a direct or indirect path exists. Sensor nodes
are programmed to be able to relay data from other nodes if necessary. The BS is
responsible for storing all data and calculating the number of nodes that are connected
to it.

To avoid all nodes to reach the BS in one hop as the indoor test, the reference
ND for each node is set to a not too big value. This experiment sets the ND to be 3.
Certainly, it may cause some nodes that are located the most far away not to reach the
BS. However, it gives us the chance to see how the network behaves when some nodes
fail.

The results are displayed in Figure 6.11. Again, the timescale at x-axis represents
a 12 seconds interval. It is concluded that, on average, there are almost half of the
nodes, namely 5 of them, that can be seen at the BS side with a total figure of 11 nodes
being deployed. The most interesting part is highlighted in red color in Figure 6.11,
and detailed in Figure 6.12. Three nodes are removed at 15:07 and another three nodes
at 15:12. The network shows the ability to resist the loss of nodes. For instance, the
total number of nodes after the first time removal operation is 8, but it shows that the
number of node connected to the BS does not decrease. It is due to the fact that some
sensor nodes have decided to increase the transmission power so that its ND can recover

to the expected value. Similarly, after the second removal operation, the total number
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Figure 6.11: Outdoor test: the number of nodes connected to the BS.

of nodes in the network becomes 5, but the nodes that can connect to the BS is still

about half of the remaining nodes, that is 2 nodes.
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Figure 6.12: Outdoor test: the number of nodes connected to the BS when failures occur.

In other words, with the configuration (defined locations of nodes, and specific
parameters in the controller, e.g. ND = 3 in this test), the network is able to maintain
the number of nodes connected to the BS to be always roughly half of the total amount
of active nodes, even when failures happen. It implies that the performance of real
tests matches the theories and simulations that have been developed in the previous

chapters, for example:

e As explained in Section 6.4.2, the thesis targets for large stochastic networks,
hence the network connectivity is characterized by probability, which means that
there is no 100% guaranteed connectivity. Nevertheless, for a specific deployment
and configurations, the probability would be the same. As shown in Figure 6.12,

it is always about 50% nodes being able to connected together.

e From the network resilience point of view, network connectivity and fault-tolerant
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capability can be improved by tuning some configurations of the controller.
It is expected that the network connectivity can be improved by altering the
parameters of the controller. For instance, if the desired ND is increased, say ND
= 5, then the probability that more nodes are connected together must be higher
than 50% of all active nodes.

e From the applications perspective, the self-adaptive behavior that is capable of

resisting node failures makes the services provided to users more reliable.

e By means of simulation, Figure 4.6 in previous Chapter 4 depicted the evaluation
done on the stability of the controller; in this chapter, by means of implementation
and evaluation in real scenarios, the stability of the controller is presented, and

the results are shown as compliant with the simulation results.

6.5 Summary

One of the proposals in the previous chapter is evaluated in real wireless sensor networks.
The implementation details and results are presented in this chapter. The self-adaptive
control loop is mapped into software components, implemented in the OSGi software
development environment and finally tested in indoor and outdoor scenarios.

The experimental results match the theories and simulations that were developed in
the previous chapters. The experimental results demonstrate the statistical property.
For instance when few nodes fail, the average number of nodes and the proportion of
nodes that can be connected to the BS are relatively stable. It implies that the network
is able to response to and tolerates node failure, which is the main objective of this
thesis. At the time of writing this thesis, the results of this chapter were submitted to

[158] as a manuscript proposal which was under review.
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Chapter 7

Conclusions and Future Works

To conclude this thesis, the last chapter briefly summarizes the work that has been done
and points out future works that are worth to further explore. The network resilience
problems of the IoT are going to be everlasting and evolving topics, which will deserve
much more effort in the future. The specific problem this thesis tried to address, namely
the network connectivity, is only a small fraction among the issues many researchers
have been working on. The approaches involved in the thesis could be considered as
novel trials of the control and optimization techniques for the coming era of the IoT,
and the results would be hopefully useful for researchers who are interested in similar

problems.

7.1 Conclusions

The IoT is regarded as a large stochastic and distributed network deployed
in environments where human intervention is expected to be minimum when
nodes/objects/things are deployed. IoT designers and users, therefore, want that the
IoT nodes are able to demonstrate self-adaptive behaviors, in the hope that nodes
can automatically reconfigure themselves to achieve some goals, such as fault-tolerance
and energy-efficiency. The capability of a network to adapt itself against unexpected
changes (such as malicious attacks and battery depletion) brings many benefits; for
instance users can obtain a guaranteed quality of service, while network maintenance
costs are reduced.

In order to identify appropriate techniques to be used in this research concerning

network connectivity under the circumstances when node failures take place, the thesis
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starts by surveying the methodologies used in the topology control domain. Topology
control techniques can be applied to three different deployment stages: pre-deployment,
re-deployment, and post-deployment. The techniques used in this work belong to
the post-deployment stage, where the self-adaptive controller is used after nodes are
deployed.

The key to keep a network resilient against failures is maintaining it k — connected,
where k is an important indicator of IoT resilience. This thesis proves, theoretically,
that adjusting the transmission power of each node to manage the node degree can
be utilized to achieve a k — connected network with high probability. It also proves
the analytic results concerning the relationship between the probability of network

connectivity and the communication range. For instance, there exists a constant

number of neighbors, C(e) = log(%), for which the network becomes connected
with probability increasing from P(t; = log(;}7)) to P(t2 = log(n) + b) (see Theorem
3.2.3). It is also proved that, by means of obtaining more neighbors, the connectivity
of networks is improved, which is in line with instinct. More importantly, the resulting
network becomes k-connected as soon as the network degree is k. One of the advantages
of this theory is that it makes the implementation of the communication range control
distributed without the needs of other nodes’ information, which is good for large IoT
as it reduces the cost of operations.

Based upon the theoretical results, the methods and models to control the
transmission power of the IoT nodes are studied. By means of simulation experiments,
the performance of the proposals has been evaluated, and part of them have finally been
implemented in a real application supported by the European project DEMANES.

Most of self-adaptive behaviors end up with leveraging the control theory, therefore
this thesis develops the fuzzy-logic and PID controller, and evaluates the performance
mainly by computer simulation. Two localized and energy-efficient approaches,
called LFTC and RFTC, based on the fuzzy-logic, are proposed. LFTC relies
on a mathematical model, where the parameters of the fuzzy-logic controller are
automatically leaned. RFTC is heuristic, so its parameters have to be tuned according to
a specific deployment to achieve the best performance. Compared with other algorithms
such as NONE, LTRT and List-based by simulations, LFTC and RFTC improved
the capability of a network to resist against node failures by adaptively adjusting the
communication range.

Moreover, considering devices are often resource-constrained in the IoT, a
lightweight controller is proposed, which consists of two loops. It is shown that
the network is also robust against node failures like the fuzzy-logic based controller
in previous proposals. To select appropriate configurations for the controllers and
improve the overall performance, the heuristic algorithms CE, PSO and DE are tested
in experiments to optimize the control parameters, provided the pre-defined objective

function. The simulation suggests that PSO and DE are good candidates as they
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converge fast. But, in case that time for optimization is not the major concern (e.g. a
small network), then CE could be another choice as it can get a lower optimum than
PSO and DE, despite at the cost of running longer time.

Apart from the topology control, there are some other ways to attain self-adaptive
functionality. Among those techniques, self-adaptive software is a good choice because it
provides nice features that allow software configuration at runtime without recompiling
or restart applications. For example, components such as reasoner and observer,
can be replaced at runtime if alternatives are available. Part of the design of the
thesis is eventually implemented and integrated using software engineering, as part of
contributions for the DEMANES project. More specifically, the proposal is implemented
in the Sun SPOT sensor network and tested in indoor and outdoor scenarios. The
node failure is introduced on purpose to evaluate the fault-tolerant capability of the
network and the system stability. It turns out that the experimental results match the
theories and simulation results. The test results imply that the network is able to offer
self-adaptive capability when node failures happen. The network can maintain certain
levels of connectivity and stability when few nodes fail, which is the main objective of
the thesis.

Due to the network dynamic and unpredictable behaviors, together with
resource-constrained feature of nodes, creating a resilient IoT in response to changing

environments is not an easy task. The most important lessons learned are:

e The control theory is indeed capable of reaching the design goal in the distributed
networks, but at the cost of taking a long time to reach stability, and perhaps

requiring lots of computational resources and energy.

e The ways to model the IoT are very complicated, but also very important, because

many works rely on its modeling accuracy.

e Most of the work has been done with the help of computer simulations, particularly
the optimization part. Because of the iterative nature of the optimization
algorithms, without a relatively practical simulation environment and powerful
simulation tools, it is very unlikely to have a network with thousands of nodes

optimized.

e Self-adaptive software engineering is a promising field that can promote the

robustness and the flexibility of applications in the IoT.

7.2 Future works

This section discusses several challenging issues that are expected to be considered in
future research. On the one hand, the models and evaluation methods that have been

used in this work can be improved in different ways. On the other hand, there are
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many models that have not been used in current work would be worth trying in the

near future.

7.2.1 Improve models and evaluation methods

(1) Consider other node distributions

It would be necessary to think about other distribution models when deploying
nodes. The mathematical models of this thesis justify that network resilience can be
improved by adjusting the communication range (or transmission power) of nodes. But
it relies on the conditions that the number of nodes in a network should be big enough,
and the nodes are randomly and uniformly placed. It is evident that both conditions are
hard to be satisfied in real networks. The experiments carefully put the sensor nodes
in the field, and make those nodes uniformly distributed. For instance, this thesis tried
to avoid that some nodes form a cluster too far away from the rest of nodes. In turn,
the results have somehow supported the theory of this thesis. However, it is likely to
fail the network connectivity test if the nodes are inappropriately placed in the field.
Therefore, considering other node distributions than an uniform one would be necessary

in the future works.
(2) Ezperiment with more nodes

More sensor nodes could be deployed in the field. Due to the limited number of
nodes in the lab, the experiments have been performed with only the maximum of 11

sensor nodes. More nodes than 11 might enrich the observations.
(3) Evaluate real energy consumption

The energy consumption, which is due to the change of power transmission, is
difficult to measure in a sensor node. There are many reasons that can cause
different energy consumption among nodes, for instance the diversity of hardware
platforms (computing and storage resources), or different applications/tasks running
in sensors. Therefore, the energy consumption-related problems are only evaluated in
the simulation environment in the current work. Hence, finding a way to evaluate the

energy consumption in a real application would be needed.
(4) Optimize real deployment

The controller optimization has been evaluated exclusively in the simulator, because
the optimization process requires tens of iterations, which is not applicable in a real
network. Besides, each iteration needs to be performed under exactly the same initial
conditions, e.g. the same amount of battery for each iteration, which is infeasible in
practice. Thus, optimizing the system in a real world scenario would be challenging but

necessary.

(5) Complete tests for other proposals
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Not all of the designs are implemented in real sensor nodes, e.g. the proposals in
Chapter 4, because they are designed for sensors with richer processing and memory
resources, but are implemented and evaluated in the simulator. As our future work, the

real world tests for all of the proposals would enrich the work of this thesis.

7.2.2 Extend current models

(1) More realistic transmission model for IoT

The network model in many research papers is still too ideal, so it becomes
impractical to be tested. As shown in [55][45] for the TelosB testbed and [93][139]
for the MicaZ testbed, the empirical studies show that link quality varies significantly
over time due to the human activity and multi-path effect. [55] claims that increasing
transmission power up to -7dBm can improve the link quality; however, by further
increasing the transmission power, the link quality actually decreases. For specific
quantities of transmission power, communication distance, and antenna direction, the
link quality still varies over time [93]. Those practical results imply that the realistic
model of the network is much more complex, and the probabilistic approach can play an
important role here. [58] provides an alternative model for an irregular communication
range. The irregular radius is modeled as degree of irregularity (DOI), which is defined
as the maximum radius range variation per unit degree change in the direction of radio
propagation. There are upper and lower bounds for radio propagation. If the neighbor
node is above the upper bound, then it is also out of the communication range; while
if the node is below the lower bound, it is in the communication range; if the distance
is between upper and lower bound, the model is described as DOI. In other words,
the DOI parameter can be changed to approximate a specific hardware (e.g. MicaZ)
or environment (e.g. indoor). The latest research proposes to use the Cox process to
model the irregularity of the communication range [66].

In short, the transmission models (such as the disk model), sometimes are
inappropriate to model the IoT nodes. The probabilistic approach can be introduced

to create more accurate transmission models.
(2) Sink node

Most researches study connectivity issues assuming that all nodes in the network
are equally important, without considering the roles of the sink or the base station node
which are the data center that all nodes’ data usually take as final destination. To some
extent, if the sink node loses connection with others, the rest of nodes in the network
could be useless. Therefore, a network model that considers the role of the sink node is

necessary.
(3) Higher dimension model

A commonly used model for IoT is of 2 — dimension. However, the IoT can apply
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also 3 — dimension, such as underwater, atmospheric, high buildings with many floors,
mountains, or space communications. Those models, especially referring to transmission
models, are necessary to check their performances in 3—dimension. Very few researches
consider resilient IoT issues in 3 — dimension. The conclusion in [103] can be applied
from 2 — dimension to 3 — dimension when k < 3. The transmission range must be at
least 1.7889 times the sensing range in order to maintain connectivity among nodes for
the truncated octahedral deployment, while the transmission range is between 1.4142
and 1.7889 times the sensing range for the hexagonal prism placement strategy or the
rhombic dodecahedron placement [5]. [14] proposes how to construct the full coverage
and k — connectivity network in 3 — dimension, where k < 4. Nevertheless, more
proposals on higher dimensions are still imperative. A more complete survey on the

topology control based on 3 — dimension model can be found in [10].
(4) Mobility

IoT could be a highly dynamical network where the nodes move frequently; for
example, it can be applied to vehicle monitoring or wearable sensor devices. It is
interesting to study the network connectivity in a dynamical network. It is very likely
that those problems, intractable in a static network, could not be easily solved in a
dynamic network either. Although connectivity is more difficult to model and maintain
in a mobile environment, the network resilience may benefit from nodes mobility. For
example, a careful control of the node trajectory may enhance connectivity and the IoT

can recover from failures more quickly.
(5) Distributed algorithms

As shown in Table 2.1, many topology control approaches are centralized and have
unaffordable complexity. The IoT is a large distributed system, so heuristic algorithms
have to be distributed as well. Those non-distributed algorithms harm the scalability
and require a higher maintenance cost. The proposed algorithms in this thesis are
distributed, but their performances in the distributed networks need to be further

studied and improved.
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